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Hacrosimee pykoBOACTBO MO 3KCIUTyaTallMd NPEAHA3HAYEHO ISl WM3YYCHUS
IpUHIINIIA PAa0OTHI M SKCIUTyaTalluu KOHTposiepa ««Biosmart Prox—E»».

Koutposnnep «Biosmart Prox—E» (B payibHeiiiieM — KOHTpOJUIEp) NMpeaHa3Ha-
YEH JIJIs1 YIPABIICHUS JOCTYIIOM 4YEpPE3 OJHY, ABE, TPU WIIK YETHIPE TOUKH JOCTYyIIA
MyT€M CUMUTHIBAHUS KOJOB MPEIbSIBISEMBIX UACHTH(PUKATOPOB (OTIIEYATKOB Majlb-
1eB, kKapT Proximity, kitoueit Touch Memory u PIN—ko10B), mpoBepku npaB Jg0C-
Tyna W 3aMbIKaHHs (pa3MbIKaHHsS) KOHTAKTOB peJie, YINPaBISAIOMNX 3alOPHBIMU
YCTPOMCTBAMH (JIEKTPOMEXAHUYECKUMU U 3JIEKTPOMAarHUTHBIMH 3aMKaMu U 3a-
HIeJIKaMU, TYPHUKETOM, IILJIaroayMom).

KoHnTposiep npeanazHayen i ucnonb3oBanus B coctaBe bCK/] «Biosmart».

1. Mepbl npeaocTOPOKHOCTH

Crnenyrouuii CMUMBOJI & O3HAYaerT:

BHuMaHMe: TpOYUTANTE 3Ty UHCTPYKIUIO MOJHOCTBIO, MPEXKIE YEM HCIIOJIb-
30BaTh KOHTPOJUIEp W oOpaTUTe BHUMAHHE Ha pa3Jeibl, COAEPIKAIIUE STOT CHUM-
BOJL.

— Hcnonp3yiiTe KOHTPOJUIEP TOJIBKO IO HA3HAYEHUIO, KAK YKa3aHO B PYKOBO-
JICTBE IO DKCIUTyaTallUH.

— YcTaHoBKa U 00CIIy>)KMBaHHE KOHTPOJUIEPA OCYIIECTBISAETCS TOJBKO KBaJU-
(buIupOBaHHBIM U 00YYEHHBIM MEPCOHATIOM

— He ncnonp3yiite 1u1st OUMCTKU UM 00€33apakiBaHUs CPEACTBA 32 UCKIIIOUE-
HHEM TEX, YTO PEKOMEHYIOTCS IPOU3BOAUTEIIEM.

— Kontposnep nomkeH pacrnosiaraTbCsi Ha pOBHOM MOBEPXHOCTU U OBITH CO-
XPaHEH OT YJapoB.

— IloncoeanHsANTE TONBKO K UCTOYHUKY NUTAHUS C HANPSIKEHUEM, COOTBETCT-
BYIOLIUM HANPSKEHUIO, YKA3aHHOMY Ha MapKUpoBKe. VICTOYHUK NMUTaHUSA TOJDKEH

COOTBETCTBOBATH Kiaccy Il mo anexkrpobdezonacHOCTH.



— Perynsapuo mpoBepsiiiTe 00070YKy COeAMHUTENBHBIX Kabeneil. B ciaydae mo-

BPEXKACHUS 000JIOYKHA HEMEIJICHHO 3aMEHUTE KaOeb.

2. Omnmucanue u padora usae s

2.1 Ha3nauenwue usaenus

JlokanbHBI KOHTPOJIb JAOCTYyNa — MPEJOCTABICHHUE JIMOO 3alpeT A0CTyna o
UIeHTU(UKATOPY, 3aHECEHHOMY B 0a3y JTaHHBIX KOHTPOJIIEPA, B 3aBUCUMOCTH OT
npaB JOCTyINa JAHHOTO UJEHTU(HUKATOpPA, TEKYLIEro peKuMa JIOCTyINa Yy Mpeab-
SIBJICHHOTO HJIeHTHU(HUKATOPA.

[{eHTpanu30BaHHBIA KOHTPOJb JOCTYNA — CYUTHIBAHUE KOJIa MPEIbABICHHOTO
uneHtudukaropa u nepegada ero Ha cepep [1O Biosmart—studio ¢ mociemyro-
UM TIPEAOCTaBICHUEM JIMOO 3alpPETOM JOCTyMa MO JaHHOMY HIAEHTH(UKATOPY
o koman/ie ¢ cepepa [1O Biosmart—studio (Tonbko 1i1g kapt Proximity).

KoHTpoJiep paccurTad Ha KPYTJIOCYTOUHBIN pexuM pabOThI.

KoHcTpyKiusi KOHTpoJUiepa HE MPEeIyCMAaTPUBAET €r0 UCIOJIb30BAHUE B yC-
JIOBUSIX BO3JIEUCTBUS arpeCCUBHBIX CpEJl, MbLIU, a TAKXKE BO B3PHIBOIOXKAPOOIAC-

HBIX ITIOMCIICHUAX.

2.2 Onwucanue koHTposuiepa «Biosmart Prox—E»
BHewnuil BuA KOHTpoOJIIEpa MPEACTaBIECH Ha pUCYHKE 1.

Omnucanne KOHTAaKTOB KOHTpOJUIepa MpuBeeHO B Tadnuie |



HNnaukatop ommoKu
CBsI3H CQO Kowyrpanaes
CUHTLIBATEIISIMU
BioSmart uom
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Pucynox 1. Buennuit Bug konTposuiepa «Biosmart Prox—E»
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Pucynok 2 Bremnuii BUj miatel KOHTpoOJUIEpa ¢ Haubosee BaKHBIMH 3JIEMEH-

TaMH



Tabnuna 1 KonTtaktsl kKoHTposuiepa «Biosmart Prox—E».

Haumeno-

BaHHC KOHTaK-

Omnucanue

Kyna nonkmtouaercs

Ta
GND [Tutanue OB «—» HCTOYHWKA TINTa-
Hus 12B
+12V [Iutanue +12B «+» HCTOYHHMKA TIHTa-
Hus 12B
NO1 HopManbHO pa3oMKHYTBII KOHTaKT HUcnonuutensHoe ycr-
(pene 1) pOMCTBO
Cl OOmuit kKoHTaKT (pene 1) HUcnonuurensHoe ycr-
pONCTBO
NC1 HopManbHO 3aMKHYTBIH  KOHTaKT HUcnonuutensHoe ycT-
(pene 1) pOMCTBO
GND OO0mmwmit
NO2 HopManbHO pa3oMKHYTBII KOHTaKT HUcnonuutensHoe ycr-
(pene 2) pOMCTBO
C2 OOmuit KOHTaKT (pene 2) HUcnonuurensHoe ycr-
pOMCTBO
NC2 HopManbHO 3aMKHYTBIH  KOHTaKT HUcnonuutensHoe ycT-
(pene 2) pOMCTBO
GND OO0mmwmit
IN1 Huckpetnbii Bxog Nel JuckpeTHbIN BEBIXOJI
JATYNKOB
INT+ +12B nuckperHoro Bxojaa JuckpeTHbIi BBIXOJ
JATYMKOB
IN2 JuckpeTtHbiit Bxog Ne2 JuckpeTHbIN BEIXOJI
JATYMKOB
IN2+ +12B nuckperHoro Bxojaa JuckpeTHbII BBIXOJ
JATUYUKOB
IN3 HuckpeTtHbiit Bxog Ne3 JuckpeTHbIN BEIXOJI
JATYMKOB
IN4 Juckpernblii Bxon Ned JIuCKpeTHBII BBIXOJ{

IaTYNKOB




vVCO Beixon +12B g BHEWIHHX YCT- Bxox mnumranma +12B
poHCTB BHEIIHEr0 YCTPOMCTBA
GND OO0mm Bxong OB BHemHero
yCTpOMCTBA
WIO00 Wiegand Bxox DO Beixon DO npokcumutu
cuutbiBaress 0
WIO1 Wiegand Bxon D1 Brixox D1 mpokcumutu
cuutbiBaress 0
SPO BeIxon ymnpasieHus CIUKEpoOM Bxon ynpasnenus cnu-
KEpOM MPOKCUMHUTH CUHUTHI-
Barens ()
L_GO BeIxon ympasieHus 3€IEHBIM CBETO- Bxon ympasnenus 3e-
JNOJ0M JIEHBIM CBETOJIUOAOM IIPO-
KCUMUTHU cuuThiBarens 0
L_RO Brixon yrnpaBiieHUs KpaCHBIM CBETO- Bxon yIpaBJICHUS
JNOJ0M KpPaCHbIM CBETOAMOJIOM
MPOKCUMUTHU CUUTHIBaTEINS O
WI10 Wiegand Bxox DO Brixox DO npokcumutu
cuuThIBarens |
WI11 Wiegand Bxox D1 Boixon D1 npokcumutu
cuuThIBarens |
SP1 Brixon ynpasieHusi CHUKEpoM Bxon ynpasnenus cnu-
KEpOM MPOKCUMUTU CUUTHI-
Bares 1
L_Gl1 Brixon ynpasieHus 3€1E€HBIM CBETO- Bxon ympaBnenus 3e-
JTMOJIOM JICHBIM CBETOJUOJIOM TIPO-
KCUMUTH CUMTHIBATENS 1
L_R1 BsIxon ynpaBiieHHs] KPAaCHBIM CBETO- Bxon YIIpaBICHUS
JTMOJIOM KpacHBIM CBETOJINO/IOM
MPOKCUMUTHU cuuThIBaTeNs O
VCl1 Boixon +12B i BHEHMIHUX YCT- Bxong +12B BHemiHero
pOWCTB yCTpOMCTBA
GND OO0mm
RD+ IlonkmroueHue cuuThiBareileil Bios- + 485 cumtniBaTensa Bi-




mart osmart
RD- IlonkmroueHue cuuthiBareileil Bios- — 485 cuutsiBarens Bi-
mart osmart
IN6+ +12B 111 BX0/1a CUTHAJIOB TPEBOTH Brixon koHTakTa pene
MOXKAapHOM  CUTHAJIM3aLHHU
WY JaT4vKa HaJau4yus M-
TaHUs
IN6 Bxon curnanos TpeBoru Brixon koHTakTa pene
MOXKApHOM  CUTHAJIM3ALHU
WY JaT4vKa HaJu4yus -
TaHUs
INS+ +12B 1715 BXOZa CUTHAJIOB TPEBOTH Beixon koHTakTa peie
MOXKApHOM  CUTHAJIM3ALHNU
WY JaT4vKa HaJau4yus M-
TaHUs
INS Bxon curnanos tpeBoru BeIxon koHTakTa peie
MOXKAapHOM  CUTHAJIM3ALHNHU
WK JaT4hKa HaJIN4us IId-
TaHUs
WOl Wiegand Beixog D1 Wiegand BXOJ1
DIlxonTposnepa cTOpoHHEN
BCK/]
WO0 Wiegand Beixon DO Wiegand Bxox DO xon-
Tposuiepa cropoHHell BCK/]
485+ [Topt RS485 st uaTerpanuu ¢ 060- [Topt RS485 croponne-
PYAOBaHHEM CTOPOHHUX MPOU3BOJUTE- ro 000pyI0BaHHS
JIeH.
485— [Topt RS485 st uaTerpanuu ¢ 060- [Topt RS485 croponHe-

pPYIOBaHUEM CTOPOHHUX IPOU3BOJUTE-

JIEN.

ro 000pyI0BaHHS

Jlis MoHUTOpUHTa PabOTHl KOHTPOJUIEpa MPEAyCMOTPEHA CBETOAUOAHASI WH-

UKL




1. Kpacusiii cBeToguon «Alarm» MHIUIUPYET OIIMOKY CBSI3U KOHTPOJLIE-
pa co cuuThiBaTessiMu Biosmart 1u60 BCKphITHE KOPIycCa.

2. Muranue cusnero ceroguona «WORK» mokasesiBaeT paborocnoco0-
HOCTh TipuOOpa.

3. Muranne cBetoguogoB «RX», «TX» («VL6», «VL7» Ha 1miare) nHau-
upyeT 0OMeH HH(pOpMaLMel CO CUUTHIBATEISIMHU.

4. 3enénnie cBeToaUOAbl «VL2» u «VL3» uHAuIupyoT cpabaTbiBaHUE pe-
ne 1 u pene 2 COOTBETCTBEHHO.

5. [Tlepemprukn «K4» u «K5» xommytupytor +12B uCTOYHMKA NUTaHUS
BYP na BbIxonpl «Cl» u «C2» cooTBeTcTBEHHO. [IpH ynanieHnn nepeMbplueKk KOH-

TAKTbI PCJIC UCIIOJIB3YIOTCA B KAYCCTBC «CYXOI'O KOHTAKTa».

2.3  TloaxmrodyeHre MUTAHKUS KOHTPOJLIEpa

[MoaxmtounTe «+» OJI0Ka MUTAHUS K KOHTAKTY «+12V» KOHTpoJuiepa, «—» 0110-
Ka nuTaHus K KOHTakTy «GND». J[ns mogaun muTaromero HampspkeHus HeoOXo-
JIUMO HCHOJB30BaTh MpoBojAa ceueHueMm He meHee 0,2 mm. PekoMeHyemblii mpo-
Bog MI'IIIB-0,35. Ilpu pacuere ceyeHus MPOBOJA CIEAYET YUUTHIBATh JJIUHY JIH-
Huu. [luTaHue NOHKHO OCYIIECTBISTHCS OT UCTOYHHUKA MOCTOSTHHOTO HAIPSKEHUS
12 B ¢ MmakcumanbHOM Harpy3koil He MeHee 1 A. JlomyckaeTcsi quana3oH MUTaro-
miero Hanpspkenus 10.8 — 13.2 B. JIns npegoTBpaiiieHus BIX0Aa U3 CTPOST MPrUOO0-
pa BCJIECTBUE HEMPABUIBHOTO MOAKIIOYEHUS MUTAHMS B CXEME IJIaThl Mpery-

CMOTPEH 3AIIUTHBIA TUOL.

2.4  TloakirouyeHHEe TUHUM CBA3U KOHTposuiep «Biosmart Prox—E» — [IK

Coenunenne cepepa 110 Biosmart—studio ¢ KOHTpoJIIEpoM U O0OBEIUHEHHE
HECKOJIBKMX KOHTPOJUIEPOB B €AMHYIO CETh OCYIIECTBIISETCS IOCPEICTBOM UHTEP-
¢eiica Ethernet.

[TonkitoueHne KOHTPOJUIEPOB K YIPABISIIOIIEMY KOMIIBIOTEPY HOCPEACTBOM
Ethernet cetu 0e3 JOMONHUTENBHOTO MpeoOpazoBaTenst uHTepdeiica, MO3BONSIET

ynpoctuth uHTerpaiuio BCKJl «Biosmart» B uMerommuecs jokaibHble Ethernet



CeTH KoMMaHui 0e3 HeoOXOAMMOCTH OpPraHU3alUU APYTHX KOMMYHHUKAIIMA Ha OC-
HOBE MEHEe TOMYJISIPHBIX HHTEP(EHCOB.

[TogkmroueHue koHTpouiepa k cetu Ethernet HeoOX0AMMO BBIMOJIHITE Kade-
nem UTP xar.5e mymuuoit He 6onee 100m ¢ pazbemom tmma RJ45, o6xatem co-
riacHo Tabnuiam TS68A nu T568B, onpenenéunsim B cranaapte TIA/ETA-568—

B. Ucnonb3ytoTcs TObKO BTOpas U TPEThs Mapa (OpaHkeBas v 3ey1EHas).

2.5 TloakitoueHue K KOHTPOJUIEPY CUUTHIBATENECH.

Jns opranuzanuu touek npoxoaa B BCKJ]I Biosmart k KOHTposuiepy MOAKIIO-
yaroT cuMThiBaTean Biosmart (cunmthiBaTelnh «Biosmart—-mini» wian (M) CUMTHIBA-
tenb kapT BS—RD) no untepdeiicy RS485, nubo cunThiBaTe M CTOPOHHUX MPOU3-
BoauTenei o uatepdeiicy Wiegand. O01iee KommuecTBO, MOAKIIOYAEMbIX K KOH-

TPOJIJIEPY CUUTHIBATENEH, HE MOXKET OBITh OoIblIIE 4.

2.5.1 IlonkirodyeHue K KOHTpOJEpy cuuTbiBarenel Biosmart.

B 6a3oBbiit mopt RS485 xonTposiepa (koHTakThl «RD+», «RD—» koHTpOIE-
pPa) MOXKHO TOCTIE0BATEIILHO TOAKIIOYUTH HE Oosiee 4—x cunThiBaTenei Biosmart.

Jlunus «+» unTepdeiica RS485 nmoakmodaercss kK KOHTakTy «RD+» KOHTpOJI-
Jepa, JIMHUS «—» MOAKIII0YAETCS K KOHTAKTy «RD—».

[ToapoOHO O MOAKIIOYEHUH CUUThIBaTeNnel Biosmart Kk KOHTpoJuIepy paccka-
3aHO B COOTBETCTBYIOIIMX PD.

Anpeca cuuThiBaTeneld Biosmart yCTaHaBIMBAIOTCS ¢ MOMOLIBIO JIBUKKOBOTO
MEPEKIIIOYATENS], PACIOJIOKEHHOTO Ha IJIaT€ COOTBETCTBYIOIIETO YCTPOMCTBA (CM.
PO Ha cooTBeTCTBYyIOIIEE YCTPOUCTBO). AZIpeca YyCTPOUCTB, MOAKIFOUEHHBIX K OJ-

Homy uHTepdericy RS 485 He A0KHBI COBIIAATh.

2.5.2 TloakiatoueHrue K KOHTPOJIEPY CUMTHIBATENEH CTOPOHHUX MPOU3BOJIUTE-

JIeH.



B xoutpomnepe «Biosmart Prox—E» npenycMoTpeHa BO3MOXXHOCTh MOAKIIIO-
yeHust 2—X cuuThiBaTenel no uHtrepdeiicy Wiegand-26 (32). Cxemy moakirode-
HUSI CMOTPH B nacnopre win PO Ha cuuThIBaTEb.

Tabnuna 2 [Ipumep MoAKIIOUEHUS CTOPOHHETO CUMTHIBATENS MO MHTEpQECy

Wiegand
[BeT npoBoaa HaumeHoBaHHe KOHTAKTA
Kpacusrit VCO (murague +12V)
Uépubiit GND (nmutaHue oOIIHid, «—»)
benwrit WIOO0 (Bxox Data 0)
KopuuneBbiit WIO1 (Bxox Data 1)
Cunnit SPO (ynpaBiieHHE 3BYKOM CUHTBIBaTe-
JIs1)
3enéHblit L_GO (ynpaBnenue 3enéupim LED)
Keénrtorii L_RO (ynpasnenue kpacusiMm LED)

2.6  Ilouck u xoHdurypauus koHtposiepoB «Biosmart Prox—E» B IIO
Biosmart—Studio

Jlns opranuzanuu cBszu cepBepa Biosmart—Studio V4 ¢ koHTposiepoM, HeE0O-
XOJIMMO MPOMU3BECTH €r0 MOMCK Yepe3 KOMIIOHEHT «YcTpoilcTBa» (PucyHok 3).
[Touck KoOHTpoOJUIepa MO3BOJIAET cepBepy chopMupoBaTh TaONMIy MaplIpyTH3a-
LWH.

[Ipy mepBOM MOAKIIOUEHUWH KOHTPOJUIEpA €ro ClIeAyeT CKOH(PHUTYpUPOBATh.
Jlns konpurypupoBanuss [LANCard, uHTerpupoBaHHON B IJIaTy KOHTpOJUIEpa ¢
3aBOJICKUMHM HACTpPOWKaMHU, 3a/laiiTe KOMIbIOTEPY, HA KOTOPOM YCTaHOBJIEHA CEp-
BepHas yacth [IO Biosmart—studio nponosnnurensHbiii IP  anpec u3 ceru
172.25.110.xxx, kpome 172.25.110.71 (IP agpec unrerpupoBannoii LANCard no
ymondanuio). [loakmounte KOHOUTYpUPYEMBI KOHTPOJUIEP B TY )K€ JIOKAIbHYIO
CE€Th, UTO U KOMITBIOTEP HA KOTOPpOM ycTaHoBJeHO [1O Biosmart—studio.

3aBOJCKHE HACTPOUKM KOHTPOJIIEpA:

IP angpec: 172.25.110.71

[Topt: 20002

10



Macka: 255.255.0.0
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Pucynok 3 OxHo «YcTpoiicTBa»

JI1st morcka KOHTpoJUIepa HAaXKMHUTE KHOIIKY «ABTONOMCK» B pasjene «/Jlen-
CTBUS».

B pesynbrare aBTOomomcka — JOMKHA ~— OBITh HaWJEHA HMHTETPUPOBAHHAS
LANCard u noakiatoueHHbIM K Hell KoHTposuiep «Biosmart Prox—E» (PucyHnok 4).
[ToakmtoueHHbIE K KOHTPOJUIEPY YCTpoWcTBa (cuuThiBaTenu Biosmart) Takxke
JOJDKHBI aBTOMATHUYECKHU OTOOPAa3UTHCS B JEpeBE MOAKIIOUEHUS YCTpoHcTB. WH-
(dbopmaiisi 0 BHOBb HaWJIEHHBIX YCTpPOMCTBaxX OyAeT OTOOpa)keHa 3eJIEHBIM IBE-

TOM.

11
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Pucynok 4 Pe3ynbraThl 00111€T0 aBTOMIOMCKA YCTPOMCTB

& Haxwmure «lIpumennts» BHM3Y okHa. L[Ber Texcra mHdopmarmu 006
YCTpOMCTBAX U3MEHUTCS Ha YepHbIi. [lociie 3Toro MokHO KOHDUTypUpOBaTh KOH-
TpPOJUIEp U MOJKIIIOYEHHBbIE K HEMY ycTpoiicTBa. Eciu He Bce ycTpoiicTBa ObLIH
HalJIeHbI B PE3yJbTaTE aBTOIONCKA — PEKOMEHAYETCS IOBTOPUTH MPOLENYPY, TaK
KaK B IIMPOKOBEIIATEIILHOM 3aIIPOCE BO3MOKHBI IOTEPU U KOJUTU3HH.

Ecnu aBTONOMCK HE yBEHYAJICA yCHEXOM, TO KOHTpoJuiep «Biosmart Prox—E»
MOYKHO J100aBUTh BPYYHYIO, HA’KaB KHOTIKY «J100aBUTh» B pazjene «JleicTBus».

Jo6aBete LAN-KapTy, BBIOpaB €€ U3 CIIMCKa YCTPOMCTB, JOCTYITHBIX JIJIS J10-
6asnenus (Pucynok 5). B nmosBuBmemcs okue (Pucynok 6) sBeaute IP anpec xon-
TpoJuiepa. s 3amuTel OT AocTyna K KOH(Urypaiuu CBONCTB YCTPOWCTB C MO-
MOIUIBIO CTOPOHHETO cepBepa Biosmart—studio npenycMoTpeH mnapamerp «Yaep-

JKUBaTh coenqnHenune». Haxxmure OK.

ol E iy

W e
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Pucynok 6 Jlo6aBnenne LAN—kapThbI.
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B pesynwrate, B gepeBe ycrpoiicTB gobaButcs LAN-kapra ¢ 3aganabeiM [P.
Haxwmure «nmpuMeHuTh» BHU3Y OKHA. L[BeT nHpopMaiuu o0 ycTpoiicTBe H3MEHUT-
Cs C 3€JICHOTO Ha YEPHBIM.

Jlna noGaBieHusT KOHTPOJUIEpPA, BBIACTUTE HMKOHKY TOJBKO YTO CO3JIaHHOM
LAN—kapTbhl U KJIMKHUTE MO HEN MPaBOMl KHOMKOW MbIH (PUcyHOK 7).

[Tpy Hax)aTUM KHOIKH «J100aBUTh» MOSIBUTCS OKHO C THIAMH YCTPOMCTB, KO-
TOpbIE MO>KHO 100aBUTH B IepeBO ycTpoiicTB. Bribepute «Biosmart Prox—E».

B okne «Jlo6aBuTh ycrporictBo» (PucyHok 8) B pazjiene «Aapecaius» BBEIH-
T€ YHUKQJIbHBIM aJapec KOHTposulepa (paBeH cepurMHOMYy Homepy). Haxmwure
«OK». HaxxmMute «IpUMEHUTh» BHU3Y OKHa «Y CTpOMCTBa». Kaxaplili KOHTpOJIEP
MMEET YHUKAJbHBIN CEpUMHBIN HOMED, YKa3aHHbIM B MACHOPTE U HA 3aJIHEU CTEH-
Ke€.

[Tocne noGaBneHUsT KOHTPOJUIEPA CIAEAYET BBINOJIHUTH MOUCK MOAKIIOYEHHBIX
K HEMY YCTPOWCTB (cuuThiBaTenM Biosmart 1ub60 CTOPOHHUX MPOU3BOAUTEINECH),
IUIA 3TOTO BBIJCIUTE HMKOHKY JO0OABJICHHOIO KOHTPOJUIEPA, KIMKHHUTE MpaBOu
KHOIIKOM MBIIIM M 3amycTuTe nouck (Pucynok 9).

Jlnst ynaneHus: yCTpOMCTB MOCTaBbTE B OKOILIKE PAJOM C HUMH TajJOyKH M Ha-
KMUTE «yAAIUTh». HaXKMUTE «IPUMEHUTH» BHU3Y OKHA «Y CTPOMCTBA.

Cnenyer yuyecTb, 4TO J00aBJICHUE KOHTpOJUIEpAa HE O3HAYAET PErUCTPALMIO
KoHTposuiepa Biosmart Prox—E u ycTpolicTB, mOAKIIIOUEHHBIX K HEMY B 0a3e JaH-
HbIX. J[JI1 MONHOLEHHON pabOThl MPOrpamMMbl C KOHTPOJJIEPOM (perucrparus
UICHTU(PUKATOPOB, OOHOBIIEHUE XXYpPHAIOB M T.lI.) HEOOXOJUMO 100ABUTH KOH-
TPOJUIEP U YCTPONCTBA, MOJKIIOYCHHBIE K HEMY, KaK MOJIyJIM Yepe3 rPyIniy o0bek-
ToB «Moaynu BCK/l» (myHkt 4.3.1 «Moaynu CKY [I» pykoBojicTBa Mo 3KCILTya-

tanuy Biosmart—studio).
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Pucynok 8 BBoa yHUKaJIBHOrO aapeca (CEpUitHOro HoMepa) KOHTpoJiepa
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Pucynok 9 Ilouck nogkiiro4€HHBIX K KOHTPOJUIEPY CUUTHIBATENEH

2.7  Kondurypamus LAN—kaptsl KoHTpOsuiepa «Biosmart Prox—E»

Urto6bl OTKpPBITH OKHO "cBoiicTBa yctpoiictBa" (Pucynok 10) menkHurte aBa
paza JieBOM KHONKOW MbIM Ha MKOHKe LAN-kapTa KOHTpoJiepa BO BKJIAJIKE
"VerpoiictBa", nubo Bbaenute LAN—kapTy KOHTposuiepa U IIEIKHUTE JIEBOM
KHOIIKOW MbIIIM Ha myHKTe "CBoiicTBa" B MeHI0 "JlelicTBus".

2.7.1 Pazpen "Anpecanus”

B pazpene "Appecanusa" ykazanel mapaMeTphl, Mo KoTopbiM cepBep 11O
Biosmart—studio 6yaet oOpamarsCsi K JaHHOMY KOHTPOJLIEPY.

B pasnene agpecanysi MOKHO U3MEHATH CIEAYIOIINE TapaMETPhI:

- IP-aapec — aapec, mo kotopomy cepBep Biosmart—studio oOparmaercs k

JAHHOMY YCTPOMCTBY (3HaueHue 1o ymosdanuto — 172.110.25.71);

— TCP-noprt (no ymomuanuto 20002);
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Pucynok 10 Kondurypupoanue LAN-kapThI

[Ipn ycTraHOBKE KOHTpOJUIEpA B TOM XK€ IOACETH, B KOTOPOM HAXOAUTCSH
cepBepHas yacTh 110 Biosmart—studio, mapaMeTpbl TaHHOTO pa3jiesia U3MEHATh HE
HYXHO.

[Tpu HEOOXOAUMOCTH YCTAaHOBKHM KOHTPOJIIEpA B APYTrOM MOJCETH, OTIMIHON
OT TOM, B KOTOpO# HaxoauTcsi cepepHas yacTh [10 Biosmart—studio, Heo6Xoaumo
yka3ath B paznene "Anpecanus” BHemHuiu IP agpec u TCP mopt ycTpoiicTBa—
nutro3a, oo IP aapec camoro kouTposuiepa (ecimm [P-aapec "6enbrit").
u IP anpec

Ha ycrpolictBe—nunto3e Hactpouth Port Forwarding Ha mopTsl

CKOH(UTYPUPOBAHHOT'O KOHTpoJUiepa (mpumMep HacTpoiiku Ha Pucynke 11).
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7 KoHtponnep
MK ¢ cepsBepHOM YacTbio WnHTepHet . ] )
M0 BioSmart-Studio YeTporcTBa- 1103 BioSmart PROX-E

<

Anpecauus: Hactpoitku watosa: CeTeBble HaCTPOMKW:
IP agpec: IPagpec:172.1.2.3 IP appec: 192.168.1.1
172.1.2.3 Port Forwarding Rules: TCP nopt: 20002

Port: TCF:
20820 — 20002

Pucynoxk 11 Ilpumep koHpUTYpanuu yCTPONCTB, B CIyYae HAXOXKACHUS

TCF nopt: 20820

KOHTpOJUIepa U cepBepa Biosmart B pa3HbIX HOJICETSIX

2.7.2 Pasznen "OOmme"

Yaep:xxuBath coequmHeHue — BoiOepuTe "Jla" AnA 3amuUTHI OT MOCTyMa K
KOH(UTYpaIi CBOWCTB YCTPOICTB C MOMOIIBIO CTOPOHHEro cepBepa Biosmart—

studio;

2.7.3 Pazgen "CBsi3b ¢ KOHTPOJUIEPOM"

B paznene "CBsi3b ¢ KOHTPOJIEPOM'" MOXKHO U3MEHUTH CIICYIOIIUE CETEBbIE

Hactporku [11:

— Hosslii IP-aapec — n3ameHnenue 3Toro 3HaueHus NpuBoaUT K cmene [P—
aapeca

yCTpoicTBa (3HaUeHue o ymonuanuro 172.110.25.71);

- Hogplit TCP nopr — n3menenue npusoaut k cmere TCP nopra, uepes

KOTOpPbIA KOHTpOJIJIEp BeAET OOMEH JaHHBIMU (3HAYEHHE MO YMOJIYAHHUIO
20002);

2.7.4 Paznen “Cepep uneHtuduxanum’

B pazneine "CBsi3b ¢ KOHTPOJIIEPOM' MOKHO U3MEHUTH CIICAYIOIINE CETEBBIC
HacTporku [11:

— IP-anpec cepBepa — 3anaérca [P-aapec [1IK Ha koTOpOM ycTaHOBIEHA
cepBepHass yactb [1O Biosmart—studio (mpu cepBepHOM pexume padOThI

KOHTpPOJLIEPA);
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— TCP mnopr cepBepa — 3agaérca TCP mnopr IIK Ha koTtopom
yCTaHOBJICHA
cepBepHas yactb I[IO Biosmart—studio (mpu cepBepHOM pexuMe pabOThI

KOHTPOJLIEPA);

2.7.5 Paznen "CereBble HACTPOUKHU"

B paznene "CereBbie HACTPOUKHU" MOKHO U3MEHHUTH CJIEIYIOIINE CETEBbIC
HAaCTPOMKH KOHTPOJIIEPA:
— o3 — IP-aapec nutro3a (o ymonuanuto 172.25.110.8);
— Macka noaceru — 3a71a€T MacKy MoJICETH (3HaYEHUE IO YMOTYAHHUIO
255.255.0.0);
— MA C-agpec —- MAC-anpec ycTpoiicTBa (YHUKaJIbHBIN 1JIs1 KaKI0TO

W3E1s1) HEU3MEHSIEMBIU IMapameTp.

2.7.6 Pazgen "TaiimayTsl"

TaiimayT 3amucu — BpeMsl 0KHIaHUs MMOATBEPXKIECHUS O JOCTaBKE 3ampoca OT
cepBepa Biosmart—studio Kk KOHTpoJUIEpPY, MC;

TaliMayT COEIUHEHHUS — BPEMs OXKHUIAAHUSI COEAUHEHUS C KOHTPOJLJIEPOM, MC;

TaliMayT 4TeHUS — BpeMsl OKHUJIaHUSI OTBETA OT JAHHOTO KOHTPOJUIEpa, MC.

Jlnst  oOHOBNEHUS TEKylled MPONIMBKM KOHTpOJUlepa [0 MOCHeIHen
aKTyaJlbHOW HEO0O0XOJMMO Ha)KaTh KHOMKY "OOHOBUTH".

Jns monydeHHsl TEKyLIMX [MapaMeTpOB YCTPOMCTBA ClEeAYyeT HaXXaTh KHOMKY
"Cuurars".

Jlnsi TmpuUMEHEHWs HOBBIX TApaMeTpOB HEOOXOAWMMO HaXaTh KHOIIKY

"3anucatp" wim kHonky "OK".

2.8  Koundurypauuss xourpomiepoB «Biosmart Prox-E» B okne IIO
Biosmart—studio «cBoiicTBa ycTpoicTBa»

UtoObl BbI3BaTh OKHO «CBOMCTBa ycTpoiicTBa» (PucyHok 12) menkHuTe aBa
pasa JIeBOW KHOMKOW MBIIIM Ha HY>KHOM KOHTpPOJUIEpE, JUOO BBIJIEIUTE CTPOKY C
OTUM YCTPOMCTBOM, IIECJIKHUTE IMPaBOM KHOMKOW MbIIKM W BbiOepute ‘“‘Hactpo-

2

UTh...
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2.8.1 Paznmen «Anpecarus»

Jlst Toro yToObl JOOABUTH KOHTPOJUIEP C APYTHUMH MapaMeTpaMu U apecoM,
HE yJajsidi U3 CUCTEMBI MPEAbIIyIIEe YCTPOMCTBO, MPEAYCMOTPEH pa3aen «Aape-
caiusi», rJ€ MOKHO U3MEHUTD:

1. Aapec — agpec koutposuiepa B cucteMe bCKJ]I Biosmart.

2. CepuiiHblii HOMep — CEpPUITHBII HOMEP KOHTPOJLIEPA.

3. Bepcust — tun kouTpoJsuiepa Biosmart v Bepcus MpoOIIUBKY.

2.8.2 Paznen “JlononHUTENbHBIEC PEKUMBI PAOOTHI”

Bo3MOx’HOCTH BBIOpATh OAMH U3 MPEACTABICHHBIX PEKUMOB PabOThl KOHTPOJI-
nepa: Cranpapt, Mynetugoctyt, lno3, ConpoBoxaeHue.

Cranpapr — oprasusanys J0CTyla B IIOMEILEHUE N0 OTIEYATKy Naiblia WU
KapTe JocTyma.

MyJabTHAOCTYN — OpraHU3aIysl HOCTYyIa B MOMEIICHUE TOJBKO MPH YCIOBUU
OJIHOBPEMEHHOT'O CKaHMPOBAHUS OTIEYATKOB (OAHOBPEMEHHOM MPUKIIAJbIBAHUN
KapT JOCTyNa) C pa3HbIX CTOPOH JBEPHU.

1103 — opranu3anus A0CTyINa B IPOXOJHOE MOMEIIEHUE, TP KOTOPOM BTO-
pasi IBepb HE MOXKET ObITh OTKPBITA, I0KA HE 3aKpbITa NIEPBast IBEPb.

ConpoBoskieHue — opraHu3anys A0CTylla B IOMEIIEHHE TOJbKO MPU YCIOBUU
OJIHOBPEMEHHOI'O CKaHMPOBAHUS OTIEYATKOB (OAHOBPEMEHHOM MPHUKIIAJbIBAHUN
KapT JOCTyIa) COMPOBOXKAAIOIIEr0 U COMPOBOkKAacMoro. /st peanuszannuu 1aHHO-
ro peXxuma J0CTyNa COTPYJHUKHU JIOJDKHBI OBITh pa3zesieHbl Ha IPYMHIbl (COPOBO-

KAIOIIHUE U COMTPOBOXKIAEMBIC).
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Pucynok 12 Oxno «CBOMCTBa yCTpOMCTBA»

2.8.3 Pazgen «IlapameTpsl BXOJ0B»

Bxoa Nel,2,3,4 — nactpoiika nuckperHoro Bxojaa Nel,2,3.4 koHTpoJiepa — co-
OTBETCTBEHHO.

AKTHUBHBIH YPOBeHb — BRIOOP YPOBHS CHUTHAJIA, MOSBIISIONMIETOCS HA TUCKPET-
HOM BXOji€, IPU KOTOpOM (UKCUpPYETCsl cpadaThiBaHUE JlaTyuKa mpoxonaa. Bwico-
KMl 1 HU3KHH, COOTBETCTBEHHO.

Pesne — Homep pene korTposuiepa (1,2), cpabaThIBAIOMIETO MO ONMPEACTICHHOMY
COOBITHIO Ha JaHHOM JIMCKPETHOM BXO0J1€ KOHTPOJLJIEPA.

CoObITHE — TUTI COOBITHSA, 00pabaTHIBAEMOT0 KOHTPOJIJIEPOM, MPHU MOCTYILIE-
HUU CUTHAJIA 3aJIaHHOTO YPOBHSI HAa TAHHBIN TUCKPETHBIA BXO/:

He Ha3HauyeHO — CHTHAJIBI C COOTBETCTBYIOIIETO JUCKPETHOTO BXOja HE 00pa-
OaTBIBAIOTCHI.

Knonka ynpasJjieHusi pejie — 00padaThIBaeTCsl CUTHAJI HAXKaTUs KHOMKHU BbI-
OpaHHOTO YPOBHS (B CHCTEME T€HEPUPYETCSI COOBITHE «BBIXOJI IO KHOIKE» ).

JaTuuk mpoxoaa — oOpabaTbiBaeTCs CUTHAl MPOXO0Ja C TypHUKETa JuOo ¢
JIBEpU BBIOpAaHHOTO ypoBHS. IIpu MOAKIIOYEHHWH B CHUCTEMHBIX CBOMCTBAX KOH-
TpoJuiepa «AaTYUK MPOXoja» B cHUCTeMe (UKCHUPYETCS JEUCTBUTEIbHBIA MPOXO]

COTpYyAHHKA (MPOBOPOT TypHUKETA). Ecnu natuuk mocnie ycnemHon uaeHTupuKa-
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MU COTPYAHUKA HE cpaboTall, TO B CHCTEME MOSABIISETCS COOBITHE «(paKTa MPOX0-
na He Obuto». Ilpm cpabaThiBaHMM AaTdMKa TPOxoja 0e3 MpeaBapUTEIHLHOTO CO-
ObITUA yJayHOW UAEHTU(UKAIIMU B CUCTEME MOABISIETCS cOObITHE « B3mom nBe-
pI/I».

JaTyuk pa3da0KHPOBKHM — 00pa0aThIBAETCsl CUTHAJI KHOMKHU Pa30JIOKUPOBKH
pene BeIOpaHHOTO ypoBHA. IlepBoe HaxaTue — B CUCTEME MOSBISETCA COOBITHE
«Pexxum cBOOOAHOTO MPOXO0a BKIFOUEH», IIPU ATOM peJie HAaCTPOSHHOE Ha TAaHHBIN
JTUCKPETHBIN BXOJ cpadaThIBAa€T U OCTAETCS B TAKOM IOJIOKEHUU A0 CJIEAYIOLIEro
HaXXaTUsl KHOIMKH pa3OJOKUpOBKH ( TOSBISIETCS coObITHE «Pekum cBOOOMHOTO
IIPOXO0Ja OTKIIIOUEH» ).

TpeBoxubiii Bxoa Nel — KOHTpOJIIIEp MOXKET COBEpIIaTh ONpeIeIEHHbIC AeH-
cTBUs (OIOKMPOBKA IBEPH, pa30JIOKHUPOBKA JBEPH, BKIIOUEHHUE CUTHAIA TTOKapHOU
TPEBOTH) ecliu cpabaThiBaeT OAWH U3 CIAEAYIOIIMX JATYUKOB: JATYMK BCKPBITHA
KOpITyCa, JaTYMK MATAHUS, JATYUK [TOKAPHOU TPEBOTH.

TpeBo:xkubIi Bxoa Ne2 — aHaTOTrMYHO TPEBOKHOMY Bxoay Nel.

2.8.4 Paznen «[loBTOpHI 3aIpOCOB»
[Ipu nosiBnenun ommoOKu cBs3U cepBepa Biosmart—studio ¢ KoHTposuiepoM, B
3TOM pazfelse 3a7aroTcs MapaMeTphbl MOBTOPEHUH 3alpOCOB cepBepa K JaHHOMY

KOHTpoJuiepy A0 ¢ukcauuu coObiTus 3Toi omuoku B [10 Biosmart—studio:

1. aTepBan Mex1y HOBTOPEHUSIMHU, MC.

2. KosimuecTBO NOBTOPEHUM.

2.8.5 Paznen “Pabota co cropoHHHM 000pyI0BaHHEM

B kontpomepe «Biosmart Prox—E» mpemycMoTpeHa BO3MOXXHOCTb TMOAKIIIO-
YEHUs CUMUTHIBATEJICH CTOPOHHHUX Ipou3BojauTeniei mo uHrepdeiicy Wiegand—26
(32)

1. Wiegand BbIX0a — 103BOJIsI€T BBIOpaTh nHTEpdeiic wiegand—26 (32)



2. Pexxum Bypass — HeoOxoaum, korjga koHTposiep «Biosmart Prox—E» pa-
6otaet B coctaBe BCK/] cTopoHHero npousBoauTeNs, UIsi BO3SMOXKHOCTU TPaHC-
JUPOBaHUS KOJIOB JIIOOBIX KapT Ha Bbixoa Wiegand, aake eciau 3TU KapThl HE 3a-

peructpupoBansl B BCK/]] Biosmart.

2.8.6 Pazmen «CuctemHbIe»

1.Pexum nneHTuduKaum — aBTOHOMHBIN/CEpBEPHBIN.
2. KOoHTpOsb BCKPBITUS KOPITyCa — BKJIFOUEH/ OTKIIIOUEH.
3. KosinuecTBO NOMBITOK B3JIOMA.

4. Taiimep OGJIOKUPOBKH MU B3JIOME B CEKYH/IaX.

2.8.7 Kuonku oxkHa «CBOMCTBA YCTPOMCTBA»

Knonka «O0HOBHTB» CITY>KUT JIJI1 OOHOBJIEHUS TPOILIMBKU KOHTPOJUIEpa

Knonka «COpocuTh» CIIyXKHUT AJis1 cOpoca HaCTPOEK KOHTpOJIIepa K 3HAYCHH-
AM «I10 YMOJTYAHHIO».

Knonka « Cunurarb» CIyXUT 1 IOy4YeHus cepBepoM Biosmart—studio cBe-
JI€HUI O HaCTPOMKaxX M ImapaMeTpax KOHTPOJJIEpAa HA MOMEHT €€ HaXKaTHsl.

Knonka «3anucarb» CIyXUT Uil 3alIMCH HACTPOEK U MapamMeTpOB KOHTPOJI-
nepa u3 cepepa Biosmart—studio, HEMOCPEACTBEHHO B caM KOHTPOJLIEP.

Knonka «Hactpouts 10» city)uT 111 HACTpOMKM apaMeTPOB KOHTPOJLIEPA.

Knonka «KaianopoBka ckanepa» 03BOJISIET IPOU3BECTH KaTUOPOBKY.
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