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Legal Information

©2022 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version of this Manual at the Hikvision website
(https://www.hikvision.com/).

Please use this Manual with the guidance and assistance of professionals trained in supporting the
Product.

Trademarks

H’K V!S!ON and other Hikvision's trademarks and logos are the properties of

Hikvision in various jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

Hnmlwz The terms HDMI and HDMI High-Definition Multimedia Interface, and the HDMI

= LIFE o LT . T el

Logo are trademarks or registered trademarks of HDMI Licensing Administrator, Inc. in the United
States and other countries.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODUCT
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" AND
"WITH ALL FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNESS FOR
A PARTICULAR PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NO EVENT
WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATION,
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT
LIABILITY, OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIKVISION
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECURITY
RISKS, AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION,
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER-ATTACK, HACKER ATTACK,
VIRUS INFECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE
TIMELY TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOU ARE
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE LAW.
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES NOT
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF
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PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVACY RIGHTS.
YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBITED END-USES, INCLUDING THE
DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE DEVELOPMENT OR
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT RELATED
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUCLEAR FUEL-CYCLE, OR IN SUPPORT OF HUMAN
RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
LATTER PREVAILS.
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Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party

responsible for compliance could void the user's authority to operate the equipment.

FCC compliance: This equipment has been tested and found to comply with the limits for a Class A

digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation. This equipment

generates, uses and can radiate radio frequency energy and, if not installed and used in

accordance with the instructions, may cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this

equipment does cause harmful interference to radio or television reception, which can be

determined by turning the equipment off and on, the user is encouraged to try to correct the

interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/TV technician for help.

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the following two

conditions:

e This device may not cause harmful interference.

e This device must accept any interference received, including interference that may cause
undesired operation.

EU Conformity Statement

This product and - if applicable - the supplied accessories too are marked

c € with "CE" and comply therefore with the applicable harmonized
European standards listed under the EMC Directive 2014/30/EU, LVD
Directive 2014/35/EU, the RoHS Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked with this symbol cannot
be disposed of as unsorted municipal waste in the European Union. For
K proper recycling, return this product to your local supplier upon the
purchase of equivalent new equipment, or dispose of it at designated
_ collection points. For more information see:
http://www.recyclethis.info.
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2006/66/EC (battery directive): This product contains a battery that
cannot be disposed of as unsorted municipal waste in the European
Union. See the product documentation for specific battery information.
The battery is marked with this symbol, which may include lettering to
indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycling,
return the battery to your supplier or to a designated collection point. For
more information see: http://www.recyclethis.info.

Industry Canada ICES-003 Compliance
This device meets the CAN ICES-3 (A)/NMB-3(A) standards requirements.
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Applicable Model

This manual is applicable to the following models.

Table 1-1 Applicable Model

Series

Model

DS-7200HGHI-K1

DS-7216HGHI-K1

DS-7200HGHI-K2

DS-7216HGHI-K2

DS-7224HGHI-K2

DS-7232HGHI-K2

DS-7100HQHI-K1

DS-7104HQHI-K1

DS-7108HQHI-K1

DS-7116HQHI-K1

DS-7200HQHI-K1

DS-7204HQHI-K1

DS-7208HQHI-K1

DS-7216HQHI-K1

DS-7200HQHI-K1/SSD

DS-7204HQHI-K1/SSD(512G)

DS-7204HQHI-K1/SSD(1T)

DS-7200HQHI-K2

DS-7208HQHI-K2

DS-7216HQHI-K2

DS-7224HQHI-K2

DS-7232HQHI-K2

DS-7200HQHI-K/P

DS-7204HQHI-K1/P

DS-7208HQHI-K2/P

DS-7216HQHI-K2/P

DS-7300HQHI-K4

DS-7304HQHI-K4

DS-7308HQHI-K4

DS-7316HQHI-K4

DS-7324HQHI-K4

DS-7332HQHI-K4

DS-8100HQHI-K8

DS-8124HQHI-K8
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Series

Model

DS-8132HQHI-K8

DS-7200HUHI-K1

DS-7204HUHI-K1

DS-7208HUHI-K1

DS-7200HUHI-K1/E

DS-7204HUHI-K1/E

DS-7208HUHI-K1/E

DS-7200HUHI-K2

DS-7204HUHI-K2

DS-7208HUHI-K2

DS-7216HUHI-K2

DS-7200HUHI-K2/SSD

DS-7208HUHI-K2/SSD

DS-7200HUHI-K/P

DS-7204HUHI-K1/P

DS-7208HUHI-K2/P

DS-7216HUHI-K2/P

DS-7300HUHI-K4

DS-7304HUHI-K4

DS-7308HUHI-K4

DS-7316HUHI-K4

DS-7324HUHI-K4

DS-7332HUHI-K4

DS-8100HUHI-K8

DS-8108HUHI-K8

DS-8116HUHI-K8

DS-8124HUHI-K8

DS-8132HUHI-K8

DS-9000HUHI-K8

DS-9008HUHI-K8

DS-9016HUHI-K8

DS-9024HUHI-K8

DS-9032HUHI-K8

DS-7200HTHI-K1

DS-7204HTHI-K1

DS-7200HTHI-K2

DS-7204HTHI-K2

DS-7208HTHI-K2

DS-7200HTHI-K2/SSD

DS-7204HTHI-K2/SSD

Vi
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Series

Model

DS-7300HTHI-K4

DS-7316HTHI-K4

DS-8100HTHI-K8

DS-8116HTHI-K8

DS-9000HTHI-K8

DS-9016HTHI-K8

iDS-7200HQHI-K1/2S

iDS-7204HQHI-K1/2S

iDS-7200HQHI-K/4S

iDS-7208HQHI-K1/4S

iDS-7200HQHI-K/4S

iDS-7216HQHI-K1/4S

iDS-7208HQHI-K2/4S

iDS-7216HQHI-K2/4S

iDS-7200HQHI-K1/S(B)

iDS-7204HQHI-K1/25(B)

iDS-7208HQHI-K1/45(B)

iDS-7216HQHI-K1/45(B)

iDS-7200HQHI-K2/45(B)

iDS-7208HQHI-K2/45(B)

iDS-7216HQHI-K2/45(B)

iDS-7200HUHI-K/4S

iDS-7204HUHI-K1/4S

iDS-7208HUHI-K1/4S

iDS-7204HUHI-K2/4S

iDS-7208HUHI-K2/4S

iDS-7200HUHI-K/4S(B)

iDS-7204HUHI-K1/4S(B)

iDS-7208HUHI-K1/4S(B)

iDS-7204HUHI-K2/4S(B)

iDS-7208HUHI-K2/4S(B)

iDS-7300HUHI-K4/16S

iDS-7316HUHI-K4/16S

iDS-9000HUHI-K8/16S

iDS-9016HUHI-K8/16S

iDS-7200HQHI-M1/S

iDS-7204HQHI-M1/S

iDS-7208HQHI-M1/S

iDS-7216HQHI-M1/S

iDS-7200HQHI-M1/FA

iDS-7204HQHI-M1/FA

iDS-7208HQHI-M1/FA

iDS-7216HQHI-M1/FA

vii
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Series

Model

iDS-7200HQHI-M2/S

iDS-7208HQHI-M2/S

iDS-7216HQHI-M2/S

iDS-7232HQHI-M2/S

iDS-7200HQHI-M2/FA

iDS-7208HQHI-M2/FA

iDS-7216HQHI-M2/FA

iDS-7200HUHI-M1/S

iDS-7204HUHI-M1/S

iDS-7208HUHI-M1/S

iDS-7200HUHI-M1/FA

iDS-7204HUHI-M1/FA

iDS-7208HUHI-M1/FA

iDS-7200HUHI-M2/S

iDS-7204HUHI-M2/S

iDS-7208HUHI-M2/S

iDS-7216HUHI-M2/S

iDS-7200HUHI-M2/FA

iDS-7204HUHI-M2/FA

iDS-7208HUHI-M2/FA

iDS-7300HUHI-M4/S

iDS-7316HUHI-M4/S

iDS-7332HUHI-M4/S

iDS-7300HQHI-M4/S

iDS-7316HQHI-M4/S

iDS-7332HQHI-M4/S

iDS-8100HQHI-M8/S

iDS-8116HQHI-M8/S

iDS-9000HUHI-M8/S

iDS-9016HUHI-M8/S

iDS-9032HUHI-M8/S

iDS-9032HQHI-M8/S

iDS-9032HQHI-M8/S

viii
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

:&Danger Indicates a hazardous situation which, if not avoided, will or could
result in death or serious injury.

T‘ \Caution Indicates a potentially hazardous situation which, if not avoided,
autio could result in equipment damage, data loss, performance
degradation, or unexpected results.

_iNote Provides additional information to emphasize or supplement
important points of the main text.
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Safety Instruction

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
In the use of the product, you must be in strict compliance with the electrical safety regulations
of the nation and region.
Firmly connect the plug to the power socket. Do not connect several devices to one power
adapter. Power off the device before connecting and disconnecting accessories and peripherals.
Shock hazard! Disconnect all power sources before maintenance.
The equipment must be connected to an earthed mains socket-outlet.
The socket-outlet shall be installed near the equipment and shall be easily accessible.

4 indicates hazardous live and the external wiring connected to the terminals requires
installation by an instructed person.
Never place the equipment in an unstable location. The equipment may fall, causing serious
personal injury or death.
Input voltage should meet the SELV (Safety Extra Low Voltage) and the LPS (Limited Power
Source) according to the IEC62368.
High touch current! Connect to earth before connecting to the power supply.
If smoke, odor or noise rise from the device, turn off the power at once and unplug the power
cable, and then please contact the service center.
Use the device in conjunction with an UPS, and use factory recommended HDD if possible.
This product contains a coin/button cell battery. If the battery is swallowed, it can cause severe
internal burns in just 2 hours and can lead to death.
This equipment is not suitable for use in locations where children are likely to be present.
CAUTION: Risk of explosion if the battery is replaced by an incorrect type.
Improper replacement of the battery with an incorrect type may defeat a safeguard (for
example, in the case of some lithium battery types).
Do not dispose of the battery into fire or a hot oven, or mechanically crush or cut the battery,
which may result in an explosion.
Do not leave the battery in an extremely high temperature surrounding environment, which
may result in an explosion or the leakage of flammable liquid or gas.
Do not subject the battery to extremely low air pressure, which may result in an explosion or
the leakage of flammable liquid or gas.
Dispose of used batteries according to the instructions.
Keep body parts away from fan blades and motors. Disconnect the power source during
servicing.
Keep body parts away from motors. Disconnect the power source during servicing.
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Preventive and Cautionary Tips

Before connecting and operating your device, please be advised of the following tips:

The device is designed for indoor use only. Install it in a well-ventilated, dust-free environment
without liquids.

Ensure recorder is properly secured to a rack or shelf. Major shocks or jolts to the recorder as a
result of dropping it may cause damage to the sensitive electronics within the recorder.

The equipment shall not be exposed to dripping or splashing and that no objects filled with
liquids shall be placed on the equipment, such as vases.

No naked flame sources, such as lighted candles, should be placed on the equipment.

The ventilation should not be impeded by covering the ventilation openings with items, such as
newspapers, table-cloths, curtains, etc. The openings shall never be blocked by placing the
equipment on a bed, sofa, rug or other similar surface.

For certain models, ensure correct wiring of the terminals for connection to an AC mains supply.
For certain models, the equipment has been designed, when required, modified for connection
to an IT power distribution system.

i+ lidentifies the battery holder itself and identifies the positioning of the cell(s) inside the
battery holder.

+ identifies the positive terminal(s) of equipment which is used with, or generates direct
current. + identifies the negative terminal(s) of equipment which is used with, or generates
direct current.

Keep a minimum 200 mm (7.87 inch) distance around the equipment for sufficient ventilation.
For certain models, ensure correct wiring of the terminals for connection to an AC mains supply.
Use only power supplies listed in the user manual or user instruction.

The USB port of the equipment is used for connecting to a mouse, keyboard, USB flash drive, or
Wi-Fi dongle only.

Use only power supplies listed in the user manual or user instruction.

Do not touch the sharp edges or corners.

When the device is running above 45 °C (113 °F), or its HDD temperature in S.M.A.R.T. exceeds
the stated value, please ensure the device is running in a cool environment, or replace HDD(s)
to make the HDD temperature in S.M.A.R.T. below the stated value.

Xi



Digital Video Recorder User Manual

Contents

Chapter 1 BasiC Operation ......c.ccceeiiiiiieeiiiiiieniiiiieniiiiiesiiiiesmiiiemsimssssimenssssmesssstsassssnns 1
1.1 ACtiVate YOUF D@VICE .......ccoooiiiieiiiiieeecieeee ettt st e e s s snae e s s ennnee e e 1
1.1.1 Default User and IP AdAress ............cooouiiiiiiiiiiieiieeeee e 1
1.1.2 Activate via LOoCal IMENU ..........c..iiiiiiiiiie e s 1
1.1.3 Activate VIa SADP ... s 2
1.1.4 Activate via Client SOftware.............cooouiiiiiiiii e 3
1.1.5 Activate Via Web BrOWSET ............ccuiiiiiiiiiiieeiieeete ettt 6

1.2 CONFIGUIE TCP/IP ...ttt ettt et e e et e s v e e beesateebeessaeebaessaeebeessseenseens 7
1.3 CONFIBUIE HDD ........ooiieiie et e e e st e e e st e e e s s st e e e e e s abaeeeeenssaeeessnneeeeanns 9
1.4 Configure Signal INPUL ............oiiiiiie e e e s e e e e raae e s e s araeeeenns 9
1.5 Configure ENhanced IP MO ............cooouiiiiiiiiiiie ettt e e e e e arae e e e 9
1.6 CoNNECE POC CAMIA ....coiiiiiiiiiiieee ettt e st e e e s e s e e e e e e e s e s nnnneeas 10
1.7 Add NetWOrk Came@ra..........occoeiiiiiiiiiieiiie et s 11
1.7.1 Add Automatically Searched Online Network Camera............c..ccccceeeeivicnnnnennnnnnn. 12
1.7.2 Add Network Camera Manually ................cccoeeiiiieee e 13
1.7.3 Add Network Camera via Customized Protocol.................cccociiiniiiiiiiiiiiciieee 15

1.8 Configure 5 MP Long Distance TransSmisSion ..............cccccceeveieiiiiiiiiee e e 16
1.9 Connect to Platform ..........coooiiiiiii e 16
1.9.1 Configure HiK-CoONNECE ..............oooiiiiiiiee et e e e e e e 16
1.9.2.CoNFIBUIE ISUP ..ot e e e e e et rer e e e e e s e s nraaeneeaaeas 17
Chapter 2 Camera SEttings ..c..ciieeiiieiiiiiiiiiiiiiiireeerreeereneerensssseasssensserensssssnsesenssesensssssnsassnnns 20
2.1 Configure ImMage Parameters ..............ouiiviiiiie it e e et e e e e e s e et aneeeeeas 20
2.2 CONFIGUIE OSD ...ttt ettt e e s sttt e e e st e e e s seabeeeessabeeeesssbeaeessstaeesanns 20
2.3 Configure Privacy IMask............cc.uuiiiiiiiiiiciiiee ettt e e e s saaaee e e 21
2.4 Import/Export IP Camera Configuration Files...............ccccoovviiiiiniiciiecic e 22
2.5 1P Camera TiME SYNC ......cueiiiiiieiiee ettt ettt e e e s et e e e e e e e s e aabbe et e e e e e sessaanrbeaeeeeens 23
2.6 Save Camera VCA Data..........cooociiiiiiiiiiiiiiiicc i 23
2.7UPZrade IP CAMEIAS ........ouvvveiieiieeieiiitieeeeeeeeeeeeeitrreeeeeeeeeesssbarreeeeeeessesssstseseeeeeesessnsssrreneeeeens 24

Xii



Digital Video Recorder User Manual

CHAPLEr 3 LIVE VIEW. .. ieuiieiiieeiieeireeireeeteeteenereeeresesessessseaseraserassrassrasssenssensssnsssnsesnsesnsesasssanssnnnes 25
B.LSTArt LIV VIBW ...t 25
3.1.1 Configure Live VIiew Settings ............ccoooiiiiiiciiiie et 25
3.1.2 Configure Auto-Switch of Cameras.............ccocoviiiiiiiiie e 26
3.1.3 Configure Live VIiew Layout..............ccooiviiiiiiiiiiie et 27
3.1.4 Configure Channel-Zero Encoding .............cccoevviiiiiiiiiiii i 28
3.1.5 Use an Auxiliary MONItOr ..........coooviiiiiiiiiiie e e 29

3.2 DIGItAl ZOOM.......coiiiiiii e e e s e e e e s abaa e e s e araeeeeas 30
3.3 LIVE VIEW StratOEY ...t e e e s e e e e e e e e s e a e e e e e e s e s anraaaeeeeees 30
3.4 3D POSIHIONING....ccoiiiiiiiiiieeee et e e e s e et e e e e e s e b e e e e e e s e e s aararaeeeeees 31
3.5 Facial RECOGNILION........cooiiiiiiicie e e e e srae e e e s ar e e e e e saraeeeena 31
BB PTZ CONION ...ttt e et e et e s bt e e st e e sabe e e sabeessaneesanee 34
3.6.1 Configure PTZ Parameters .........cooocuiiiiiiiiiie e csteee st seree e e e e s e e e 34
3.6.2 8L APIrES ... e e e s 35
3.6.3 Call @PreESet....... oottt e 36
3.6.4 St @ PAtrol ......coneeiiie e s s 36
3.6.5 Call @aPatrol............c.oiiiii e 38
3.6.6 Set a Pattern.........ccccooiiiiiiiiiii 39
3.6.7 Call @Pattern .........coooueiiiiiii e e 40
3.6.8 Set Linear Scan Limit ..........ccccoiiiiiiiiiiiiiii e 40
3.6.9 0NE-TOUCK Park ...........cooiiiiiiiiiiiiiiee e s 41
3.6.10 AuXiliary FUNCLIONS ..........ooooiieee e e e e e 41
Chapter 4 Recording and Playback........cccciiieiiiiiiiieiiiiiciiccreccrecrrnee e seeserene e sensssssasassnnns 43
L0 R 1= ol oY o 11 - SR 43
4.1.1 Configure Recording Parameters..............cccoeeiviiiiiiiiiiiiii e 43
4.1.2 Enable H.265 Stream ACCESS ..........ccoiiiiiiiiiiiieeeiiee ettt 45
4.1.3 ManUal RECOTAING .......ccooiiiiiiiiiiie e st e e s s saee e e s ssaaeeeenas 45
4.1.4 Configure Recording Schedule..............ccooiiiiiiiiiiiinii e 45
4.1.5 Configure Continuous RECOrdiNg............occuiiiiiiiiiiiiiiiiie et 47
4.1.6 Configure Motion Detection Triggered Recording.............ccccceevviveeiiniiiieeiniineennns 47
4.1.7 Configure Event Triggered RecOrding...........ccoccuveviiiiiiiiiiniiiee e 47

Xiii



Digital Video Recorder User Manual

4.1.8 Configure Alarm Triggered Recording ..............cccuvevieiiiiiiiciiiie e 48
4.1.9 Configure Picture CaplUure...........coooouiiiii ittt e e e eaee e e e enaae e e 48
4.1.10 Configure Holiday Recording ..............ccoouiiiiiiiiiiie et 49
4.1.11 Configure Redundant Recording and Capture. ...............cccoeeeeiiiieeecccieee e 49
4.1.12 Configure 1080p Lite MOME ..........ccuiiiiiiiiiieiciiee et e e 51

B2 PIaYbaCK .......coooiiiieeee e s e e e e e e e nabr e e e s s saaaeeeeas 51
4.2.1InStant Playback ...........coouiiiiiiiiiii e 51
4.2.2 Play NOrmal VIA@O.........ccuuiiiiiiiiiie ettt e st e e st e s s aae e e s saaaeeeenes 51
4.2.3 Play Smart Searched Video .............cccuviiiiiiiiiiiiiiiie ettt e e 52
4.2.4 Play Custom Searched Files .............cccoiiiiiiieiiiiiee e 53
Q2.5 PIay TQG Fl@S ...oooeeeeiiiei ettt s e st e e e s saae e e e s aaae e e e esaaeeeenns 53
4.2.6 Play by SUB-PEriodS..........oviiiiiiiiee et 55
.27 Play LOG FIleS......ooooeeeiee ettt st s st e e e aa e e e e s ataeeeena 55
4.2.8 Play EXternal Files..........ccuviiiiiiiiie ettt e e s e e 56

4.3 Playback OPerations ...........c.coiiiiiiiiiiiiiiie ettt e e et e e e e e s e e e e aaaeeeea 57
4.3.1 Normal/Smart/Custom VId@O...........c..ccooviiiiiiieiiieecteeeectee et 57
4.3.2 Set Play Strategy in Important/Custom Mode..............cccoeeevveeeviiecieeccree e, 57
4.3.3 Edit VIdEO CliPS....eeeeiieiiiiiiiieiiee ettt ettt e e e e e rree e e e e e e e seenanrbereeeeeeeennnns 57
4.3.4 Switch between Main Stream and Sub-Stream ...............ccoocieiiiiiiiinnie, 58
4.3.5 Thumbnails VIEW ..........coooiiiiiiiii e 58
B.3.6 FASE VIEW ...t 58
4.3.7 Digital ZOOM .......oooiiiiiceee e a e e e e st aeeaaeeeaan 59
Chapter 5 SmMart ANalysis.....cceiiiriiiieiiiiiiiiiiiiiiereeeereeereneserenssesensesenssesensssssnsesensssssnsssssassssnnns 60
5.1 ENgine ConfigUration...............coooiiiiiiiiii e e e e 60
5.2 Task CONFIGUIAtIioN .........occuuiiiiiiiiii e e e s s aaae e e e 61
5.3 Configure ENhanced VCA MOdEe............coooviiiiiiiiiiiei ittt eree e et e e s ieae e 62
5.4 Face Picture COMPAriSON.......cccoiiiiiiiiiiiieiee ettt ettt e e e e e e s et e et e e e e e s e s seaareaaeeeeens 62
5.4.1 FAcial DEteCEION ..........eoiiiiiiiiiie e e 62
5.4.2 Face Picture Library Management.............cccooocuviiiiiiiiiiiniiiie e 63
5.4.3 Configure Face Picture COMPAriSON ..........cccoocuiiiiiiiiiieeeniiiee e eiree e 64
5.4.4 Face Picture Search ...........cocooiiiiiiiii e 66

Xiv



Digital Video Recorder User Manual

5.5 Perimeter ProteCtion............ccoceeiiiiiiiiiiiiiiicce e 69
5.5.1 Intrusion DeteCtion ..............ceeiiiiiiiiiiiiiiicee e 69
5.5.2 Line Crossing DeteCtioN..............ceuviiiiieii i e 71
5.5.3 Region Entrance Detection ..............ccoeviii i 72
5.5.4 Region EXiting Detection.........ccoueiiiiiiiiiiiie e 73

5.6 HUMAN BOody DeteCiON ........ccooiiiiiiiiiiiie ettt ettt e e s saee e e s s abe e e e s s aaaeeeenas 74
5.6.1 HUMan Body Detection............ccooiiiiiiiiiiiiie ettt 74
5.6.2 HUMAN BOdY SEAIrCR .........cooiiiiiiiciee e e e e 75

5.7 MOtioN DEtECION ........ooiiiiiiiieee e s e e e e s e e 77

5.8 Vehicle DEtECION ...........oiiiiiiiiiieeeee ettt st 78
5.8.1 Configure Vehicle Detection .............cccoovviiiiiiiiiii i 78
5.8.2 VEhicle SEArCh .......coouuiiiiii e e 78

SR I I 1= 0 T =Tt 4o o PP PPP 79

5.10 View People Counting StatistiCs ...........cocociiiiiiiiiiiiiiciie e 80

S5.LT HEAT IVIAP ..ottt bttt st st st ssssnbnnnnnbnnntnnnnnnnnnnnn 80

CRAPLEr B EVENL......ceeeiiieiiieenieieeereeeeeteaneereaneereserensessnssesensessensessssssssnssssansessnssssensesssnssssnnnesennes 82

6.1 NOrmal EVENt Alarm .........coooiiiiiiiiiiiieeie ettt e 82
6.1.1 Configure Video LoSS Alarms ............coeeiiiiiiiiiiiiieiec ettt e e 82
6.1.2 Configure Video Tampering Alarms..............cccvvviieiiii it 82
6.1.3 Configure SENSOr AlarmsS..............uuiiiiiiii i e e e e e e e eaneees 82
6.1.4 Configure EXceptions Alarms.............cccccooiiiiiiiiiii e e e 83

6.2 VCA EVENT ALQIM ..ottt et eab e s e s 84
6.2.1 Unattended Baggage Detection.............ccocociiiiiiiii e 84
6.2.2 Object Removal Detection...............c.cooeiiiiiiiie e 85
6.2.3 Audio EXception Detection .............ccceivuiiiiiiniiiie i e 86
6.2.4 Defocus DeteCION ........cccueiiiiiiiiie e e 87
6.2.5 Sudden Scene Change Detection ..............ccovviiiiiiiiiiei e 88
6.2.6 PIR AIQIIM ..ottt st ettt et et b e e 89

6.3 Configure Arming Schedule...............c.uiiiiiiiiii e e 90

6.4 Configure LINKAge ACHIONS............ooiiiiiiiii ettt e bae e s saaaee e e 91
6.4.1 Configure Auto-Switch Full Screen Monitoring...........cccccccceeiiviieeiiniieee e 91

XV



Digital Video Recorder User Manual

6.4.2 CONFIGUIE BUZZEY ......ccceeeeieeeeeee ettt e e e st e e e e ta e e e et e e e e snbaeeeeeanees 92

6.4.3 Notify SUrveillance CeNLEr ...........c.uvvveiiiiiiiiieee e 92

6.4.4 Configure EMail LINKAZe...........ooiiiiiiee et e 93

6.4.5 Trigger Alarm OUEPUL .........ooooiiiee e e e e e e e 93

6.4.6 CoNfigure PTZ LINKAZE ........coocuiiiiiiiiiee ettt e s e e s e e e 93

6.4.7 Configure Audio and Light Alarm Linkage ............ccccceviiviiiiiiniiieec e 94

Chapter 7 File Management ......c.cccciiiieeiiiiiieniiiiieeiiiiiieniiiemeimsssiiessssismesssimsssssssesssssnns 95
T 1 SEAICR Fl@S ...ttt et e sttt e e e an e e 95
T2EXPOIE FIleS ...t e e st e e e et e e e e et ae e e e sabaeeessaraeeeanns 95

7.3 SMAE SEAICR... ..ottt e ane e e 95
Chapter 8 POS ConfigUration ......ccieeeiiieeiiieeiiiieniiienerreeierenseereaseeressessnssesensessassessnsesssnsessansessnnes 926
8.1 Configure POS CONNECLION ...........ooviiiiiii ettt e e saee e e e s saba e e e e s araeeeean 96

8.2 Configure POS TeXt OVErlay ..........cooiiiiiiiiiiiiiee ettt et e e et e e e s e e e e s s anaeeeean 99

8.3 Configure POS AlQrmi..........oooiiiiiieiiies ettt et e e e sba e e e e s arae e e s ennreeaeenn 100

(6 F T o =T g ) o] - V- TP 102
9.1 Storage Device ManagemeENt.............ooviiiiiiiiiiiiiiiiieeee ettt e e e e e s e sbrere e e e e e s e s ssanrreaeeeee s 102
9.1.1 ManNage LOCAl HDD ...........cooooiiiiiiieeeee ettt ee ettt e e e e e e e tnrre e e e e e e e e ennnrres 102

9.1.2 Add @ NetWOrk DiskK............cooiiiiiiiiiiiieeiee s 104

9.1.3 MANQABE ESATA ... et e e e et e e e et e et e e e e e eaeataaaans 105

= B 2 0 T QN - 1 2SR 107
9.2.1 Create @ DiSK AITay.........cooveiiiiieieiee et e et e e e e e e e rrra e e e e e e e e nnnneeens 107

9.2.2 RebUild @N ArTay..........ooiiiiieiiie e e e e e et e e e e e e e e anraees 110

Chapter 10 NetWork Settings.....cccciieiiiiiiiiiiiiiiiieiiriniereneierenssereasesenssesenssssnsserensssssnssssnnsasens 113
10.1 ConfiBUr@ DDINS .........oooiiiiieee et e e e e et r e e e e e e e e e raaareeeeeesessnnstaaneeeeeesennnns 113

10.2 CoNFIUIE PPPOE ..........oeiiiiiiiiie ettt ettt e e e s sbee e e s s aba e e e s s abaeeesnanees 113

10.3 Configure Port Mapping (NAT) .....cccii it 114

10.4 CoNFIUIE Wi-Fi......oooiiiiieiiiiiie et e ba e e e s saba e e e snanees 115
10.5CoNFISUIrE SINIMIP ...ttt s st e e e s sabee e e s s aba e e e s s abeaeesnanees 117

10.6 ConfigUre EMAQl ........ccvviiiiiiiiii e s st e e e e 119

10.7 CoNFIGUIE POIT ...ttt s e e s s ee e e s s abae e e s sabaeeesnanees 120

10.8 CoNFIGUIrE ONVIF ...ttt e e s e e e s s rbee e e s s abaeeessabeeeesnanees 122

Xvi



Digital Video Recorder User Manual

Chapter 11 User Management and SeCUNItY .....ccciiiieiiiiieiiiiniiiiniiieniiiiniiiesiiseiisensnssssnssens 123
11.1 Manage User ACCOUNTS ........ooooviiiiiiiiiii e 123
1111 A @ USEE ..o 123
11.1.2 Edit the Admin USer ...........cooiiiiiiiiiiiec e 124
11.1.3 Edit an Operator/GUESt USEr ............cceeevieiiieiiiecieecie ettt 125

11.2 Manage USer PEIrmMISSIONS...........coiiiiiiiiiiiiiiiiieeeee ettt e e e e s s ebieeeeeeeesssssanreaeeeesssennnns 126
11.2.1 Set User PermiSSIONS............cooiiiiiiiiiiiiieieiiiee ettt 126
11.2.2 Set Live View Permission on Lock Screen..............ccoceeiiiiiiniieiniienniec e 128

11.3 Configure PassWOrd SECUNItY ...........ccooviiiiiiiiiiee e e e e 129
11.3.1 EXPOrt GUID File ........ooeieeeeeeeee ettt e e e e 129
11.3.2 Configure Security QUESTIONS ............cceeiiiiiiiiiiiiiiie e e 130
11.3.3 Configure Reserved EMail .............cccoouviiiiiiiiii i 131
11.4 RESEE PASSWOIM .......eiiiiiiiiiiiietie ettt ettt e sat e st e st e s it e e s eabeeseaneesanee 132
11.4.1 Reset Password by GUID..............coooviiiiiiiiiiiie e 132
11.4.2 Reset Password by Security QUeStions ..............cccceeviiiiiincciiee e 133
11.4.3 Reset Password by Hik-Connect .............ccccuveiiiiiiiiiiciiiee e 133
11.4.4 Reset Password by Reserved Email ..........c...ccoooimriiiiiiiiiiinceeee e, 134
Chapter 12 System ManagemeENt.......cccceeereeerrenerrennerresnereaseereaseseassessassessssessasssssnsesssnsessnssesens 135
12.1 CONFIUIE@ DEVICE .......oeeeeiiieeee et e et e e e e e e e tree e e e e e e e e e snasaaeneaeaeeeennns 135
2 A oo T T -{ VT T 4 = URTSR 135
12.2.1 Manual Time Synchronization ...............cccce i, 136
12.2.2 NTP SYNchronization ..............cccooeiii i e 136
12.2.3 DST SYNChronization................cccooeiiiieieee e e e 136

12.3 NetWOrk DeteCioN ..........coooiiiiiiiiii e e e e 137
12.3.1 Network Traffic MONItOring.............occviiiiiiiiiiii e 137
12.3.2 Test Network Delay and Packet LOSS.............ccovvuiiiiiniiiiiieiiiiiiee e 137
12.3.3 EXport Network Packet .............cooviiiiiiiiiiiice e 138
12.3.4 Network Resource Statistics .............cceeiiiiiiiiiiiiiiieeeeee e 138
12.4 Storage Device MainteNaNCe ........ccoooiiiiiiiiiiii ettt e e e e 139
12.4.1 Bad Sector DeteCtion............cccueiiiiiiiiiiiiiieeeceeee e 139
12.4.2 SIMLA.R.T. DeteCHION ......oouiiiiiiiiie et 140

Xvii



Digital Video Recorder User Manual

12.4.3 HDD Health Detection..............cccccueiiiiiiiiiiiiiceceee e 141
12.4.4 Configure DisSk ClONe. .............cooiiiiiieee e e 142
12.4.5 Repair Database ... 143
12.5 UPBrade DEVICE ........ooviiiiiieiciiieeeee e ettt e e e e e e e et e e e e e e e e s s ntaaneeeeseeessnnseraneeeeeesennnns 143
12.5.1 Upgrade by Local Backup DeViCe...........cccocuuiiiiiiiiiiiiiiiee et 143
12.5.2UPZrade BY FTP ...ttt s e e s e e s e 144
12.5.3 Upgrade by Web BrOWSET ............ccooviiiiiiiiiiieeeiniiieeeesireeeessveeeessineeeessnsnneessnnnens 144
12.5.4 Upgrade by Hik-ConNeCt .............cooviviiiiiiiiiiiic e 145
12.6 Import/Export Device Configuration Files.................cccceeiiiiiiiiniieiiecie e 145
12.7 L08 IMaN@gemeNnt ..o 146
N B o 1) o] - - L T T TP PT TP 146
12.7.2 Search & EXPOrt LOg Files............viviiiiiiiie e 147
12.7.3 Upload LOgS tO the SErVer.............coooiiiiiiiiee e 148
12.7.4 One-Way Authentication .............cccoooiiiiiiniiii e 149
12.7.5 Two-Way Authentication..............coooviiiiiiiiiii e 149
12.8 Restore Default Settings ..........coociiiiiiiiiii e e 150
12.9 Security Management ... 150
12.9.1 CoNFiBUIr@ ONVIF.........coiiiiiieeiee ettt eeeeerree e e e e e e e eestrrre e e e e e e e e s anrraeeaeeens 151
12.9.2 IP/MAC AAAress FIEEE..........coooeeueeeeieeeeee ettt eeet e et e e e e et e e s s eaaeessenees 151
12.9.3 RTSP Authentication ............cccooiiiiiiiiiiii e 152
12.9.4 RTSP Digest Algorithm ... 153
12.9.5 ISAPI SEIVICE ...ttt ettt ettt ettt esae e e b e s seesareesaee e 153
12.9.6 HTTP Authentication ............cccoiiiiiiiiiiiiieece e 153
12.9.7 HTTP/Web Digest Algorithm..............ccocooviiiriiiiiiiececeece et 153
12.9.8 Picture URL Digest Authentication ...............cccoeiiiiiiniiiiiii e 154
12.9.9 Disable SADP SEIVICES .........ccccueiiiiiiiiiiieiiieeitee ettt 154
Chapter 13 APPendiX.....cciieeeiiiiiieniiiiiiieniiiiimniiiiiemiiiessiimmmiirasimessimsssssmeassssssnssss 155
13.1 List of Applicable Power Adapter ............coooiiiiiiiiiiii e 155
i T €] (o T Y- | oY PSPPI 156
13.3 CommuNICation IMatriX ..........cooiiiiiiiiiiiii e 157
13.4 Device COMMANG........coociiiiiiiiiie ettt sb e e s e s e s sar e s ns e senneesanee 158

Xviii



Digital Video Recorder User Manual

13.5 Frequently Asked QUESTIONS ...........ccooeeiiiiiiiii e 158

13.5.1 Why is there a part of channels displaying “No Resource” or turning black
screen in multi-screen live VieW?................ooooiiiii e 158

13.5.2 Why is the video recorder notifying risky password after a network camera is

AAAEA? ... et ane e e 158
13.5.3 Why is the video recorder notifying the stream type is not supported?........... 159
13.5.4 How to improve the playback image quality? ..........ccccccoeviiiiiiiniiiieeeee e, 159
13.5.5 Why is analog channel having "NO VIDEO" overlaid on live view? ................... 159
13.5.6 How to confirm the video recorder is using H.265 to record video? ................. 160
13.5.7 Why is the timeline at playback not constant?.................ccccccee i, 160

13.5.8 Why is the video recorder notifying the network is unreachable when a network
camerais being added?.............oooiiiiiii i 160

13.5.9 Why is the IP address of network camera being changed automatically? ........ 161

13.5.10 Why is the video recorder notifying IP conflict?..............ccccceevriiniiniienneee, 161
13.5.11 Why is image getting stuck when playing back by single or multi-channel

(o 11 1 1T - T3 OO PP PPRTPPTPPRT 161
13.5.12 Why does my video recorder make a beeping sound after booting?.............. 161
13.5.13 Why is there no recorded video after the motion detection is set?................ 162
13.5.14 Why is the device not able to control PTZ camera via coaxitron? ................... 162
13.5.15 Why does the PTZ seem unresponsive via RS-485?..............ccccceeveivvccinnienenennn. 162
13.5.16 Why is the video sound quality not good?..............cccooiiiiiiiie e, 163

Xix



Digital Video Recorder User Manual

Chapter 1 Basic Operation

1.1 Activate Your Device

1.1.1 Default User and IP Address

e Default administrator account: admin.
o Default IPv4 address: 192.168.1.64.

1.1.2 Activate via Local Menu

For the first-time access, you need to activate the device by setting an admin password. No
operation is allowed before activation. You can also activate the device via Web Browser, SADP or

Client Software.
Steps
1. Enter the admin password twice.

admin
SR AANNTAN
[ —1 Weak
TEXAXNETERR
Export GUID
Securty Queshon Confiquration

Reserved E-mail Settings

OK

Figure 1-1 Activate via Local Menu
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Warning

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

2. Enter the password to activate the IP cameras.
3. Optional: Check Export GUID, Security Question Configuration, or Reserved E-mail Settings.
4. Click OK.

liNote

e After the device is activated, you should properly keep the password.

® You can duplicate the password to the IP cameras that are connected with default protocol.
e The available password resetting functions may vary according to different models.

What to do next

e When you have enabled Export GUID, continue to export the GUID file to the USB flash driver
for the future password resetting.

e When you have enabled Security Question Configuration, continue to set the security questions
for the future password resetting.

e When you have enabled Reserved E-mail Settings, continue to set the reserved email for the
future password resetting.

1.1.3 Activate via SADP

SADP software is used for detecting the online device, activating the device, and resetting its
password.
Before You Start

Get the SADP software from the supplied disk or the official website, and install the SADP
according to the prompts.

Steps

1. Connect your video recorder power supply to an electrical outlet and turn on it.
2. Run the SADP software to search the online recorders.
3. Check the recorder status from the device list, and select the inactive recorder.




Digital Video Recorder User Manual

N N N I e

Inactve 192 168.1.64

“Selettinactive device! ‘ m

Input and confirm “a arevas
password. | e

Figure 1-2 Activate via SADP
4. Create and input the new password in the password field, and confirm the password.

J..i Note
We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

5. Click Activate.

1.1.4 Activate via Client Software

The client software is versatile video management software for multiple kinds of devices.

Before You Start

Get the client software from the supplied disk or the official website, and install the software
according to the prompts.

Steps

1. Run the client software and the control panel of the software pops up, as shown below.
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Figure 1-3 Control Panel

2. Click Device Management to enter the Device Management interface, as shown below.
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Figure 1-4 Device Management Interface

3. Check the recorder status from the device list, and select an inactive recorder.
4. Click Activate to pop up the Activation interface.
5. Create a password and input the password in the password field, and confirm the password.

iNote
We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.
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User Mame: admin
Password: Iy
Strong
Valid password range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.
Confirm Mew Password: uuuu|
Ok Cancel

Figure 1-5 Activation

6. Click OK to start activation.
7. Click Modify Netinfo to pop up the Network Parameter Modification interface, as shown below.

WG Addrrs: 0830 0 A A Zapy
Softaere Wersion. Wikl d waencod sapy
Sisics Sarll . W B MR MR K AT Capiy
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R EET
oE | Cangs

Figure 1-6 Modify Network Parameters

8. Change the recorder IP address to the same subnet with your computer.
Modify the IP address manually.Check Enable DHCP.
9. Input the password to activate your IP address modification.

1.1.5 Activate via Web Browser

You can get access to the recorder via web browser. You may use one of the following listed web
browsers: Internet Explorer 6.0 and above, Apple Safari, Mozilla Firefox, and Google Chrome. The




Digital Video Recorder User Manual

supported resolutions include 1024*768 and above.

Before You Start

Ensure you are on the same network segment with your device.
Steps

1. Enter the IP address in web browser, and then press Enter.

e Marw dmin

Zqreeord ol ol &
Hrong

e FRRd R

LK

Figure 1-7 Web Browser Activation
2. Set the password for the admin user account.

LiNote
We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

w

. Click OK.

4. Optional: Set the security questions, password recovery email, or export GUID file for password
resetting in the future.

5. Click OK.

6. Install the plug-in before viewing the live video and managing the device. You may have to close

the web browser to finish the installation of the plug-in.

1.2 Configure TCP/IP

TCP/IP must be properly configured before operating your device over a network. Both IPv4 and
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IPv6 are available.

Steps
1. Go to System - Network - TCP/IP.
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Figure 1-8 TCP/IP Settings
2. Select Working Mode as Net-Fault Tolerance or Multi-Address Mode.

Net-Fault Tolerance
The two NIC cards use the same IP address, and you can select the main NIC to LAN1 or LAN2.
In this way, in case of one NIC card failure, the device will automatically enable another
standby NIC card so as to ensure the normal running of the system.

Multi-Address Mode

The parameters of the two NIC cards can be configured independently. You can select LAN1
or LAN2 under Select NIC for parameter settings. Select one NIC card as the default route.
When the system connects with the extranet, the data will be forwarded through the default
route.

3. Click IPv4 or IPv6 as you required.

4. Optional: Check Enable DHCP to obtain IP settings automatically if a DHCP server is available on

the network.
5. Set related parameters.
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_J..i_Note
Valid MTU value range is from 500 to 1500.

6. Click Apply.

1.3 Configure HDD

Ensure the video recorder storage media is well. You can install at least one HDD and initialize it,
or create a RAID and initialize it.

1.4 Configure Signal Input
You can configure the analog and IP signal input types, disabling one analog channel can add one
IP channel.

Steps
1. Go to Camera -> Camera - Analog.

Al "
A9 "
A4 ¥

Figure 1-9 Signal Input Type
2. Select signal input type as HD/CVBS or IP for each channel.
HD/CVBS

Four types of analog signal inputs including Turbo HD, AHD, HDCVI, and CVBS can be
connected randomly for the channel.

1P

Network camera can be connected for the channel.
3. Click Apply. You can view the maximum network camera accessible number in Max. IP Camera
Number.

1.5 Configure Enhanced IP Mode

Enabling enhanced IP mode will allow you to connect to the maximum number of cameras, but
disable 2K/4K output resolution, and make perimeter protection, human or vehicle detection of
motion detection, facial detection and face picture comparison functions unavailable in analog
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channel.

i Note

This function is only available for certain models.

Go to System - General, and check Enhanced IP Mode.

1.6 Connect PoC Camera

The devices of /P series can detect the connected PoC cameras automatically, manage the power
consumption via the coaxial communication, and provide power to the cameras via coaxitron.

Before You Start

e Ensure your device supports PoC (Power over Coaxitron) cameras connection.
® Connect the PoC camera to the DVR.

Steps

1. Go to Menu - Camera - PoC Status.
2. Turn on the PoC for the channel(s) as your desire.
3. Check the status of connected PoC camera.

e If the power consumption of the DVR is lower than that of AF camera, when AF or AT camera
is connected, there is no video and “Insufficient Power for PoC” is overlaid on the live view
image.

e |f the power consumption of the DVR is higher than that of the AF camera and lower than
that of the AT camera, when AF camera is connected, it is powered on normally; when AT
camera is connected, it is powered on and then powered off, and there is no video and
“Insufficient Power for PoC” is overlaid on the live view image.

e |f the power consumption of the DVR is higher than that of the AT camera, when AF or AT
camera is connected, it is powered on normally.

4. Check the connected AF or AT camera number and the connectable camera number.

10
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Figure 1-10 PoC Status

-J..i-Note
e Only Hikvision PoC camera is supported.
e The maximum connectable AT/AF camera number varies with different models.

Warning

Please turn off the PoC function if the camera does not support PoC, or the camera is not
produced by Hikvision. Otherwise, it may result in permanent damage to the camera or DVR.

1.7 Add Network Camera

Before you can get live video or record the video files, you must add the network cameras to the
connection list of the device.

Before You Start

Ensure the network connection is valid and correct and the IP camera to add has been activated.

Steps

1. Click ¥ on the main menu bar.
2. Click Custom Add tab on the title bar.

11
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Figure 1-11 Add IP Camera

3. Enter IP address, protocol, management port, and other IP camera information to add.
4. Enter the login user name and password of the IP camera.

5. Click Add to finish the adding of the IP camera.

6. Optional: Click Continue to Add to continue to add additional IP cameras.

1.7.1 Add Automatically Searched Online Network Camera

Steps

1. Click = on the main menu.

2. Click Number of Unadded Online Device at the bottom.

3. Select the automatically searched online network cameras.

4. Click Add to add the camera which has the same login password with the video recorder.

| =t "Nt - HdEs Srivir Fevend

Eeiden S =% = ey il

Figure 1-12 Add Automatically Searched Online Network Camera

12
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1iNote
If the network camera to add has not been activated, you can activate it in the network camera
list of camera management interface.

1.7.2 Add Network Camera Manually

Before you view live video or record video files, you must add network cameras to the device.

Before You Start
Ensure the network connection is valid and correct, and the network camera is activated.

Steps

1. Click & on the main menu.
2. Click Custom Add.
3. Set the parameters. For example, IP Camera Address, Protocol, etc.

1iNote

Management port ranges from 1 to 65535.

13
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Figure 1-13 Add Network Camera

4. Optional: Check Use Channel Default Password to use the default password to add the camera.
5. Optional: Check Use Default Port to use the default management port to add the camera. For
SDK service, the default port value is 8000. For enhanced SDK service, the default value is 8443.

_J..i_Note
The function is only available when you use HIKVISION protocol.

6. Optional: Check Verify Certificate to verify the camera with certificate. The certificate is a form
of identification for the camera that provides more secure camera authentication. It requires to
import the network camera certificate to the device first when you use this function. For details,
refer to .

_I.i_Note

The enhanced SDK service is only available when you use HIKVISION protocol.

7. Click Add.
8. Optional: Check Continue to Add to add other network cameras.
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1.7.3 Add Network Camera via Customized Protocol

For network cameras that are not using standard protocols, you can configure customized
protocols to add them. The system provides 16 customized protocols.

Steps
1. Go to More Settings - Protocol.
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Figure 1-14 Protocol Management
2. Set protocol parameters.
Type
The network camera adopting custom protocol must support getting stream through
standard RTSP.
Path

Contact the manufacturer of network camera for the URL (Uniform Resource Locator) of
getting main stream and sub-stream.

;.;.-.i_Note
The protocol type and the transfer protocol must be supported by the network camera to add.

. Click OK.

. Click Custom Add to add cameras.
. Set the parameters.

. Click OK.

o Ul b W
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1.8 Configure 5 MP Long Distance Transmission

For certain models, you can configure 5 MP long distance transmission.

Steps

1. Go to Camera -> Camera - Analog.
2. Click to enter the 5 MP Long Distance Transmission Settings interface.

Analog Al A2 A3 AA AL Af
Al A Ag A0 ATl A2
A13 A4 AIS  AIB

Figure 1-15 5 MP Long Distance Transmission Settings

3. Select channel(s) to enable 5 MP Long Distance Transmission.
4, Click OK.
5. Click Apply.

1.9 Connect to Platform

1.9.1 Configure Hik-Connect

Hik-Connect provides mobile phone application and platform service to access and manage your
video recorder, which enables you to get a convenient remote access to the surveillance system.

Steps

1. Go to System - Network -> Advanced -> Platform Access.
2. Check Enable to activate the function. Then the service terms will pop up.

1) Enter Verification Code.

2) Scan the QR code to read the service terms and privacy statement.

3) Check The Hik-Connect service will require Internet access. Please read Service Terms and
Privacy Statement before enabling the service. if you agree with the service terms and
privacy statement.

4) Click OK.
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liNote

e Hik-Connect is disabled by default.

e The verification code is empty by default. It must contain 6 to 12 letters or numbers, and it is
case sensitive.

3. Optional: Configure following parameters.
e Check Custom and enter Server Address as your desire.
e Check Enable Stream Encryption, then verification code is required for remote access and
live view.
e Check Time Sync, and the device will sync time with Hik-Connect instead of NTP server.
4. Bind your device with a Hik-Connect account.
1) Use a smart phone to scan the QR code, and download Hik-Connect app. You can also
download it from https://appstore.hikvision.com, or the QR code below. Refer to Hik-
Connect Mobile Client User Manual for details.

Figure 1-16 Download Hik-Connect
2) Use Hik-Connect to scan the device QR, and bind the device.

LiNote
If the device is already bound with an account, you can click Unbind to unbind with the
current account.

5. Click Apply.

What to do next
You can access your video recorder via Hik-Connect.

1.9.2 Configure ISUP

SDK is based on Intelligent Security Uplink Protocol (ISUP). It provides APIs, library files, and
commands for the third-party platform to access devices such as NVRs, speed domes, DVRs,
network cameras, mobile NVRs, mobile devices, decoding devices, etc. With this protocol, the
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third-party platform can realize functions like live view, playback, two-way audio, PTZ control, etc.

Steps

1iNote

This function is only available for certain models.

1. Go to System - Network - Advanced -> Platform Access.
Access Type ISLUP
Enable

Server Al’l"lk:"f;

Server Porl 660
Registrabhon Sialus Offline
Deévice ID r2025174C
Version ISUPS 0

........

Encrypbon Password

Figure 1-17 ISUP Settings

2. Select Access Type as ISUP.
3. Check Enable.

1iNote

Enabling ISUP will disable other platform access.

4. Set the related parameters.
Server Address
The platform server IP address.
Server Port

The platform server port, ranges from 1024 to 65535. The actual port shall be provided by the
platform.

Device ID
Device ID shall be provided by the platform.

Version
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ISUP protocol version, only V5.0 is available.

Encryption Password

Encryption password is required when using ISUP V5.0 version, it provides more secure
communication between the device and platform. Enter it for verification after the device is
registered to the ISUP platform. It cannot be empty, or "ABCDEF".

5. Click Apply to save the settings and restart the device.

What to do next
You can see the registration status (online or offline) after the device is restarted.
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Chapter 2 Camera Settings

2.1 Configure Image Parameters

You can customize image parameters, including day/night switch, backlight, contrast, and
saturation in Camera - Display.
Image Settings

Customize the image parameters including brightness, contrast, and saturation.

Exposure
Set the camera exposure time (1/10000 to 1 sec). A larger exposure value results in a brighter
image.

Day/Night Switch

Set the camera to day, night, or auto switch mode according to time or the surrounding
illumination condition. When the light diminishes at night, the camera can switches to night
mode with high quality black and white image.

Backlight

Set the camera's wide dynamic range (0 to 100). When the surrounding illumination and the
object have large differences in brightness, you can set the WDR value to balance the brightness
level of the whole image.

Image Enhancement

For optimized image contrast enhancement that reduces noise in video stream.

2.2 Configure OSD

You can configure the OSD (On-screen Display) for the camera, including date/time, camera name,
etc.

Steps

1. Go to Camera - Display.

2. Select a camera as your desire.

3. Edit name in Camera Name.

4. Check Display Name, Display Date and Display Week to show the information on the image.
5. Set the date format, time format, and display mode.

20



Digital Video Recorder User Manual

Cavees X Pzzrm

Cavera hariy ™Naw
GAT St e v
(L PN R R
. OV ey 0%

22002 Y -5
h‘wi JOIT P s ¥ Cespey Aok

Do Forre st WADOSYYNY
Ther Fer Mo

Py A NereTreraperwd & bo

I Sndrce
Exposine
Quardyr! 2adcr
V0 U

Tvage Erdmizermt

Figure 2-1 OSD Settings

6. Drag the text frame on the preview window to adjust the OSD position.
7. Click Apply.

2.3 Configure Privacy Mask

The privacy mask protects personal privacy by concealing parts of the image from kive view or
recording with a masked area.

Steps

1. Go to Camera - Privacy Mask.

2. Select a camera to set privacy mask.

3. Check Enable.

4. Draw a zone on the window. The zone will be marked by different frame colors.
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Figure 2-2 Privacy Mask Settings

_I.i_Note

e Up to 4 privacy masks zones can be configured and the size of each area can be adjusted.
® You can clear the configured privacy mask zones on the window by clicking the corresponding
clear zone 1 to 4 icons on the right of the window, or click Clear All to clear all zones.

5. Click Apply.

2.4 Import/Export IP Camera Configuration Files

The IP camera information, including the IP address, manage port, password of admin, etc., can be
saved in Microsoft Excel format and backed up to the local device. The exported file can be edited
on a PC, including adding or deleting the content, and copying the setting to other devices by
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importing the Excel file to it.

Before You Start

When importing the configuration file, connect the storage device that contains the configuration
file to the device.

Steps
1. Go to Camera - IP Camera Import/Export.
2. Click IP Camera Import/Export, and the detected external device contents appear.
3. Export or import the IP camera configuration files.
— Click Export to export the configuration files to the selected local backup device.
— To import a configuration file, select the file from the selected backup device and click
Import.

1iNote

After the importing process is completed, you must reboot the device to activate the settings.

2.5 IP Camera Time Sync

The device can automatically synchronize the time of connected IP camera after enabling this
function.

Steps

1iNote

This function is only available for certain models.

1. Go to Camera - Camera - IP Camera.

2. Position the cursor on the window of the IP camera and click
3. Check Enable IP Camera Time Sync.

4. Click OK.

2.6 Save Camera VCA Data

After saving camera VCA data to your device, you will be able to search the camera VCA data.
Go to Storage - Advanced to enable the function.
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2.7 Upgrade IP Cameras

The IP camera can be remotely upgraded through the device.

Before You Start

Ensure you have inserted the USB flash drive to the device, and it contains the IP camera upgrade
firmware.

Steps
1. On the camera management interface, select a camera.
2. Go to More Settings > Upgrade.
3. Select the firmware upgrade file from the USB flash drive.
4. Click Upgrade.
The IP camera will reboot automatically after the upgrading completes.
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Chapter 3 Live View
Live view displays the video image getting from each camera in real time.

3.1 Start Live View

Click : on the main menu bar.

e Select a window and double click a camera from the channel list to play the live image of the
camera.

e Double click a window to view it in single-screen mode. Double click again to exit single-screen
mode.

e Use the toolbar at the playing window bottom to realize the capture, instant playback, audio
on/off, digital zoom, live view strategy, show information and start/stop recording, etc.

e Click [ to start/stop auto-switch. The screen will automatically switch to the next one.

e Move the cursor to a window, and right click your mouse to display the shortcut menu of the
window. The shortcut menu will be different according to the window.

Full Screen

B Single Screen »

Window Division »

Frevious Screen

Next Screen

Start Aulo-swilch

Add IP Camera

Figure 3-1 Shortcut Menu

3.1.1 Configure Live View Settings
Live View settings can be customized. You can configure the output interface, dwell time for
screen to be shown, mute or turning on the audio, the screen number for each channel, etc.

Steps
1. Go to System - Live View - General.
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Figure 3-2 Live View-General
2. Configure the live view parameters.

Video Output Interface
Select the video output to configure.

Live View Mode
Select the display mode for Live View, e.g., 2*2, 1*5, etc.

Dwell Time
The time in seconds to wait between switching of cameras when using auto-switch in Live
View.

Enable Audio Output
Enable/disable audio output for the selected video output.

Volume
Adjust the Live View volume, playback and two-way audio for the selected output interface.

Event Output
Select the output to show event video.

Full Screen Monitoring Dwell Time

Set the time in seconds to show alarm event screen.
3. Click OK.

3.1.2 Configure Auto-Switch of Cameras

You can set the auto-switch of cameras to play in different display modes.

Steps
1. Go to System - Live View - General.
2. Set Video Output Interface, Live View Mode, and Dwell Time.
Video Output Interface
Select the video output interface.
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Live View Mode
Select the display mode for live view, e.g., 2*2, 1*5, etc.

Dwell Time

The time in seconds to dwell between switching of cameras when enabling auto-switch. The
range is from 5s to 300s.

3. Go to View Settings to set the view layout.

4. Click OK to save the settings.

3.1.3 Configure Live View Layout

Live view displays the video image getting from each camera in real time.

Configure Custom Live View Layout

Steps

1. Go to System - Live View - View.

2. Click Set Custom Layout.

3. Click on the Custom Layout Configuration interface.
4. Edit the layout name.

5. Select a window division mode from the toolbar.

Cuelemn Lagest Comig.mnlon

Cumiam e | 1

Cumlam Lymad 7

Figure 3-3 Configure Live View Layout
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6. Select multiple windows and click 77 to joint the windows. The selected windows must be in
rectangle area.

7. Click Save.
The successfully configured layout is displayed in the list.

8. Optional: Select a live view layout from the list and click | to edit the name, or click to
delete the name.

Configure Live View Mode

Steps

1. Go to System - Live View - View.

2. Select the video output interface.

3. Select a layout or custom layout from the toolbar.

4. Select a division window, and double-click on a camera in the list to link the camera to the
window.

LiNote

® You can also click-and-drag the camera to the desired window on the Live View interface to
set the camera order.

e You can enter the number in the text field to quickly search the camera from the list.

5. Click Apply.
6. Optional: Click ' to start live view for all channels, or click .. to stop all live view channels.

3.1.4 Configure Channel-Zero Encoding

Enable the channel-zero encoding when you need to get a remote view of many channels in real
time from a web browser or CMS (Client Management System) software, in order to decrease the
bandwidth requirement without affecting the image quality.

Steps

1. Go to System - Live View - Channel-Zero.
2. Check Enable Channel-Zero Encoding.
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Figure 3-4 Channel-Zero Encoding
3. Configure Frame Rate, Max. Bitrate Mode, and Max. Bitrate.

-J..i-Note
The higher frame rate and bitrate require the higher bandwidth.

4. Click Apply.
You can view all the channels on one screen via CMS or web browser.

3.1.5 Use an Auxiliary Monitor

Certain features of the Live View are also available while in an Aux monitor. Features include:

Single Screen
Switch to a full screen display of the selected camera. Camera can be selected from a dropdown
list.

Multi-screen
Switch between different display layout options. Layout options can be selected from a
dropdown list.

Next Screen
When displaying less than the maximum number of cameras in Live View, clicking this feature
will switch to the next set of displays.

Playback
Enter into Playback mode.

PTZ Control
Enter PTZ Control mode.

Main Monitor
Enter Main operation mode.

29



Digital Video Recorder User Manual

linote
In the live view mode of the main output monitor, the menu operation is not available while Aux
output mode is enabled.

3.2 Digital Zoom

Digital Zoom zooms into the live image in different magnifications (1x to 16x).

Steps

1. Start live view.

2. Click # from the toolbar.

3. Move the sliding bar or scroll the mouse wheel to zoom in/out the image to different
magnifications (1x to 16x).

;',.‘
ik

Figure 3-5 Digital Zoom

3.3 Live View Strategy

Steps
1. In the live view mode, click = to enter the digital zoom operation interface in full screen

mode.
2. Select the live view strategy to Real-time, Balanced or Fluency.
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3.4 3D Positioning

3D Positioning zooms in/out a specific live image area.

Steps

LiNote
This function is only available for certain models.

1. Start live view, and click [&.
2. Zoom in/out the image.
— Zoom in: Click on the desired position in the video image and drag a rectangle area in the
lower right direction to zoom in.
— Zoom out: Drag a rectangle area in the upper left direction to move the position to the center
and enable the rectangle area to zoom out.

3.5 Facial Recognition

You can enter facial recognition interface to view real-time facial recognition and stranger
recognition results.
Before You Start

Ensure you have configured facial detection and face picture comparison function, refer to Face
Picture Comparison for details.

Steps

1iNote

This function is only available for certain models

1. Go to live view interface, and click [ in toolbar.

2. Click [0, [, or [A to set window division.

3. Select a window as you desired.

4. Double click a camera from the camera list on the left bottom.
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Facisl Recogritior

Figure 3-6 Facial Recognition

5. Click Records to view the real-time facial recognition records of selected camera. The records
will also be shown in the window on the right. You can view the facial detection number at the
top, including the total number, succeeded number and failed number.

6. Optional: For the unregistered face picture, you can double click it in records list, and add it to
face picture library.

J..i Note
For guest and operator user, it requires Local Parameters Settings permission to add
unregistered face picture to face picture library.
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Figure 3-7 Add Unregistered Face Picture

7. Optional: Click Check-in to view face picture library check-in record, including Total No.,
Checked In and Unchecked In.
8. Optional: Click on the upper right corner to configure the display settings as you desired.

Dezploy Sottingn
Theme Facul Recognition
Successiul Face Piat.. = Display Hide
Pcturs 1o Show when = Capiarwd Librawy Pycture
Fated Face Pictura C . = Display Hide
Strangor Alorm Oieplay = Hde
Freguently Appewnd Doplay » Hhde
Prompt for Freguent! Frequentty Appeared Person

o

Figure 3-8 Facial Recognition Display Settings
9. Optional: Click on the upper right corner to search and export record.
1) Set the search parameters as you desired.

2) Click Search.
3) Click Export Attendance Record or Export Check-in Record.

_J..i_Note
e Ensure you have inserted USB flash drive before export.
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® You can click a record to review the attendance information of this individual in calendar.
e For guest and operator user, it requires "Local Video Export permission" (in "Camera
Permission") to search and export record.

W 1 W )

Figure 3-9 Face Recognition Search Record

3.6 PTZ Control

3.6.1 Configure PTZ Parameters

Follow these procedures to set the PTZ parameters. The PTZ parameters configuration must be
done before you can control the PTZ camera.
Steps

1. Click on the quick settings toolbar of the PTZ camera.
2. Click PTZ Parameters Settings to set the PTZ parameters.
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Figure 3-10 PTZ Parameters Settings
3. Edit the PTZ parameters.

J..i Note
All the parameters should be exactly match the PTZ camera parameters.

4. Click OK to save the settings.

3.6.2 Set a Preset

Presets record the PTZ position and the status of zoom, focus, iris, etc. You can call a preset to
quickly move the camera to the predefined position.

Steps

1. Click on the quick settings toolbar of the PTZ camera's live view.
2. Click directional buttons to wheel the camera to a location.

3. Adjust the zoom, focus and iris status.

4. Click @ in the lower right corner of Live View to set the preset.

1 - Preset 1 Call

Apply ‘ Cancel

Figure 3-11 Set Preset

. Select the preset No. (1 to 255) from the drop-down list.

. Enter the preset name.

. Click Apply to save the preset.

. Optional: Click Cancel to cancel the location information of the preset.

00N O U
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9. Optional: Click [ in the lower right corner of Live View to view the configured presets.

rsrmiese ruiel ISR AL I ]l raerNazsneml Pz emRde amat

Figure 3-12 View the Configured Presets

3.6.3 Call a Preset

A preset enables the camera to point to a specified position such as a window when an event
takes place.

Steps

1. Click on the quick settings toolbar of the PTZ camera's Live View.

2. Click [l in the lower right corner of Live View to set the preset.

3. Select the preset No. from the drop-down list.

4. Click Call to call it, or click [ in the lower right corner of Live View, and click the configured
preset to call it.

1 ~ | Preset1 [ Call | Apply [ Cancel

Figure 3-13 Call Preset (1)

Fsrmiese el hsemlds vmel rzrN ezl Fsrnids amat

Figure 3-14 Call Preset (2)

3.6.4 Set a Patrol

Patrols can be set to move the PTZ to key points and have it stay there for a set duration before
moving on to the next key point. The key points are correspond to the presets.
Steps

1. Click on the quick settings toolbar of the PTZ camera's live view.
2. Click Patrol to configure patrol.
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Aux Function Patrol Pattern

Patrol1

¥F Set ® call (® stop

Figure 3-15 Patrol Configuration

3. Select the patrol No.
4. Click Set.
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Figure 3-16 Patrol Settings
5. Click 4~ to add a key point to the patrol.

37



Digital Video Recorder User Manual

KeyPoinl
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Figure 3-17 Key Point Configuration
1) Configure key point parameters.

Preset

Determines the order the PTZ will follow while cycling through the patrol.
Speed

Defines the speed the PTZ will move from one key point to the next.

Duration

Refers to the duration to stay at the corresponding key point.
2) Click Apply to save the key points to the patrol.
6. Other operation is as follows.

Table 3-1 Operation Description

Oper:atlo Description Ope;atlo Description
% Select a key point to delete. [# Edit the added key point.
Adjust the key point order : Adjust the key point order

7. Click Apply to save the patrol settings.

3.6.5 Call a Patrol

Calling a patrol makes the PTZ move according to the predefined patrol path.

Steps

1. Click on the quick settings toolbar of the PTZ camera's live view.
2. Click Patrol on the PTZ control panel.
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Aux Function Patro Pattern

Patrol1

¥F Set ® call (® sStop

Figure 3-18 Patrol Configuration

3. Select a patrol.
4. Click Call to start the patrol.
5. Optional: Click Stop to stop the patrol.

3.6.6 Set a Pattern

Patterns can be set by recording the movement of the PTZ. You can call the pattern to make the
PTZ move according to the predefined path.
Steps

1. Click on the quick settings toolbar of the PTZ camera's live view.
2. Click Pattern to configure a pattern.

Aux Function Patrol Patt

Pattern1

(®) Record () Call (® Stop

Figure 3-19 Pattern Configuration

3. Select the pattern No.

4. Set the pattern.
1) Click Record to start recording.
2) Click corresponding buttons on the control panel to move the PTZ camera.
3) Click Stop to stop recording. The PTZ movement is recorded as the pattern.
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3.6.7 Call a Pattern

Follow the procedure to move the PTZ camera according to the predefined patterns.

Steps

1. Click on the quick settings toolbar of the PTZ camera'’s live view.
2. Click Pattern to configure pattern.

Aux Function Patrol

Patterni

(® Record () Call (® Stop

Figure 3-20 Pattern Configuration

3. Select a pattern.
4. Click Call to start the pattern.
5. Optional: Click Stop to stop the pattern.

3.6.8 Set Linear Scan Limit

Linear Scan trigger a scan in the horizontal direction in the predefined range.

Before You Start

Make sure the connected IP camera supports the PTZ function and is properly connected.

LiNote

This function is supported only by certain models.

Steps

1. Click on the quick settings toolbar of the PTZ camera's live view.
2. Click directional buttons to wheel the camera to a location, and click Left Limit or Right Limit to
link the location to the corresponding limit.

_iNote

The speed dome linear scans from the left limit to the right limit, and you must set the left limit
on the left side of the right limit. Also, the angle from the left limit to the right limit must be not
greater than 180¢.
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3.6.9 One-Touch Park

Certain speed dome models can be configured to start a predefined park action (scan, preset,
patrol, etc.) automatically after a period of inactivity (park time).

Before You Start

Before operating this function, make sure the connected camera supports linear scan and is in
HIKVISION protocol.

Steps

1. Click on the quick settings toolbar of the PTZ camera's live view.
2. Click Park (Quick Patrol), Park (Patrol 1), or Park (Preset 1) to activate the park action.

Park (Quick Patrol)

The dome starts patrolling from the predefined preset 1 to preset 32 in order after the park
time. Undefined presets will be skipped.

Park (Patrol 1)

The dome starts moving according to the predefined patrol 1 path after the park time.

Park (Preset 1)
The dome moves to the predefined preset 1 location after the park time.

_;.;.-.i_Note
The park time can be set only via the speed dome configuration interface. The default value is
5s by default.

3. Optional: Click Stop Park (Quick Patrol), Stop Park (Patrol 1), or Stop Park (Preset 1) to
inactivate it.

3.6.10 Auxiliary Functions

You can operate the auxiliary functions including light, wiper, 3D positioning, and center on the
PTZ control panel.

Before You Start

Make sure the connected IP camera supports the PTZ function, and is properly connected.
Steps

1. Click on the quick settings toolbar of the PTZ camera's live view. The PTZ control panel

displays on the right of the interface.
2. Click Aux Function.
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Figure 3-21 Aux Function Configuration

3. Click the icons to operate the aux functions. See the table for the icon descriptions.

Table 3-2 Description of Aux Functions Icons

Icon

Description

Light on/off

Wiper on/off

3D positioning

Center
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Chapter 4 Recording and Playback

4.1 Recording

4.1.1 Configure Recording Parameters
Go to Camera - Video Parameters.

Main Stream

Main stream refers to the primary stream that affects data recorded to the hard disk drive and will
directly determine your recording quality and image size.
Comparing with the sub-stream, the main stream can provide a higher quality video with higher
resolution and frame rate.
Frame Rate (FPS - Frames per Second)
It refers to how many frames are captured each second. A higher frame rate is advantageous
when there is movement in the video stream, as it maintains image quality throughout.
Resolution

Image resolution is a measure of how much detail a digital image can hold. The greater the
resolution, the greater the level of detail. Resolution can be specified as the number of pixel-
columns (width) by the number of pixel-rows (height), e.g., 1024 x 768.

Bitrate
The bit rate (in kbit/s or Mbit/s) is often referred to as speed, but actually defines the number of
bits/time unit and not distance/time unit.

Enable H.264+

H.264+ combines intelligent analysis technology with predictive encoding, noise suppression,
and long-term bit rate control to realize a lower bit rate, which plays a significant role in cutting
storage costs and provides a higher return value for the investment.

Enable H.265+

H.265+ is an optimized encoding technology based on the standard H.265/HEVC compression.
With H.265+, the video quality is almost the same as that of H.265/HEVC but with less
transmission bandwidth and storage capacity required.

1iNote

e A higher resolution, frame rate and bit rate setting will provide you the better video quality, but
it will also require more internet bandwidth and use more storage space on the hard disk drive.

e H.264+ or H.265+ encoding technology is only available for certain models.
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Sub-Stream

Sub-stream is a second codec that runs alongside the main stream. It allows you to reduce the
outgoing internet bandwidth without sacrificing your direct recording quality.

Sub-stream is often exclusively used by apps to view live video. Users with limited internet speeds
may benefit most from this setting.

Picture

The picture refers to the live picture capture in continuous or event recording type. (Storage ->
Capture Schedule - Advanced

Picture Quality

Set the picture quality to low, medium or high. The higher picture quality results in more
storage space requirement.

Interval

The interval of capturing live picture.

Capture Delay Time
The duration of capturing pictures.

Configure Advanced Parameters

Steps

1. Go to Storage - Schedule - Record.
2. Check Enable Schedule to enable scheduled recording.
3. Click Advanced to set the advanced parameters.
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Figure 4-1 Advanced Record Settings
Record Audio
Enable or disable audio recording.

Pre-record

The time you set to record before the scheduled time or event. For example, when an alarm
triggers the recording at 10:00, and if you set the pre-record time as 5 seconds, the camera
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records at 9:59:55.

Post-record
The time you set to record after the event or the scheduled time. For example, when an
alarm triggered recording ends at 11:00, and if you set the post-record time as 5 seconds, it
records till 11:00:05.

Stream Type
Main stream and sub-stream are selectable for recording. When you select sub-stream, you
can record for a longer time with the same storage space.

Expired Time
The expired time is period for a recorded file to be kept in the HDD. When the deadline is
reached, the file will be deleted. If you set the expired time to 0, the file will not be deleted.
The actual keeping time for the file should be determined by the capacity of the HDD.

Redundant Record/Capture

By enabling redundant record or capture you save the record and captured picture in the
redundant HDD.

4.1.2 Enable H.265 Stream Access

The device can automatically switch to the H.265 stream of IP camera (which supports H.265 video
format) for the initial access.
Go to Camera - More Settings > H.265 Auto Switch Configuration to enable the function.

4.1.3 Manual Recording

You can click I to manually start/stop recording videos at live view.

4.1.4 Configure Recording Schedule

The camera would automatically start/stop recording according to the configured recording
schedule.

Before You Start

e Ensure you have installed the HDDs to the device or added the network disks before storing the
video files, pictures and log files.

e Before enabling Motion, Alarm, M | A (motion or alarm), M & A (motion and alarm), and Event
triggered recording and capture, you must configure the motion detection settings, alarm input
settings and other events as well. Refer to VCA Event Alarm for details.

Steps

1. Go to Storage - Schedule - Record.
2. Select a camera.
3. Check Enable Schedule.
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4. Select a recording type.

Continuous

Scheduled recording.

Event

Recording triggered by all event triggered alarm.

Motion

Recording triggered by motion detection.

Alarm

Recording triggered by alarm.

M/A

Recording triggered by either motion detection or alarm.

M&A

Recording triggered by motion detection and alarm.

POS

Recording triggered by POS and alarm.
5. Drag the cursor on time bar to set the record schedule.
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Figure 4-2 Record Schedule
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_;;-.i_Note

® You can repeat the above steps to set schedule recording or capture for each day in the
week.

e Continuous recording is applied to each day by default.

6. Optional: Copy the recording schedule to other camera(s).
1) Click Copy to.
2) Select camera(s) to duplicate with the same schedule settings.
3) Click OK.

7. Click Apply.

4.1.5 Configure Continuous Recording

The device can continuously record the video within the configured time schedule.

Steps

1. Go to Camera - Encoding Parameters - Recording Parameters.

2. Set the continuous main stream/sub-stream recording parameters for the camera.

3. Go to Storage - Recording Schedule.

4. Drag the mouse on the time bar to set the continuous recording schedule. Refer to Configure
Recording Schedule for details.

4.1.6 Configure Motion Detection Triggered Recording

You can configure the recording triggered by the motion detection event.

Steps

1. Go to System - Event -> Normal Event -> Motion Detection.

2. Configure the motion detection and select the channel (s) to trigger the recording when motion
event occurs. Refer to Configure Linkage Actions for details.

. Go to Camera - Encoding Parameters - Recording Parameters.

. Set the event main stream/sub-stream recording parameters for the camera.

. Go to Storage - Recording Schedule.

. Select the recording type to Motion.

. Drag the mouse on the time bar to set motion detection recording schedule. Refer to Configure
Recording Schedule for details.

NoO bk~ w

4.1.7 Configure Event Triggered Recording

You can configure the recording triggered by the motion detection, motion detection and alarm,
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face detection, vehicle detection, line crossing detection, etc.

Steps

1. Go to System - Event.

2. Configure the event detection and select the channel(s) to trigger the recording when event
occurs. Refer to Event for details.

. Go to Camera - Encoding Parameters - Recording Parameters.

. Set the event main stream/sub-stream recording parameters for the camera.

. Go to Storage - Recording Schedule.

. Select the recording type to Event.

. Drag the mouse on the time bar to set the event detection recording schedule. Refer to
Configure Recording Schedule for details.

NOoO b~ w

4.1.8 Configure Alarm Triggered Recording

You can configure the recording triggered by the motion detection, face detection, vehicle
detection, line crossing detection, etc.

Steps

1. Go to System - Event - Normal Event - Alarm Input.

2. Configure the alarm input and select the channel(s) to trigger the recording when alarm occurs.
Refer to Event for details.

. Go to Camera - Encoding Parameters - Recording Parameters.

. Set the event main stream/sub-stream recording parameters for the camera.

. Go to Storage - Recording Schedule.

. Select the recording type to Alarm.

. Drag the mouse on the time bar to set the alarm recording schedule. Refer to Configure
Recording Schedule for details.

N o b~ W

4.1.9 Configure Picture Capture

The picture refers to the live picture capture in continuous or event recording type. Only certain
models support this function.
Steps
1. Go to Camera - Encoding Parameters - Capture.
2. Set the picture parameters.
Resolution
Set the resolution of the picture to capture.

Picture Quality

Set the picture quality to low, medium or high. The higher picture quality results in more
storage space requirement.

Interval
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The interval of capturing live picture.
3. Go to Storage - Capture Schedule.
4. Select the camera to configure the picture capture.
5. Set the picture capture schedule. Refer to Configure Recording Schedule for details.

4.1.10 Configure Holiday Recording

You may want to have different plan for recording on holiday, this function allows you to set the
recording schedule on holiday for the year.

Steps

1. Go to System -> Holiday.

2. Select a holiday item from the list.

3. Click to edit the selected holiday.
4. Check Enable.
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Figure 4-3 Edit Holiday Settings
5. Set Holiday Name, Mode, Start Date, and End Date.
6. Click OK.
7. Set the schedule for holiday recording. Refer to Configure Recording Schedule for details.

4.1.11 Configure Redundant Recording and Capture

Enabling redundant recording and capture, which means saving the record files and captured
pictures not only in the R/W HDD but also in the redundant HDD, will effectively enhance the data
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safety and reliability.

Before You Start

You must set the storage mode to Group before you set the HDD property to Redundancy. For
detailed information, refer to Configure HDD Group. There should be at least another HDD which
is in Read/Write status.

Steps

1. Go to Storage — Storage Device.

2. Select a HDD from the list and click to enter the Local HDD Settings interface.
3. Set the HDD property to Redundancy.

4. Go to Storage - Schedule Settings > Record Schedule/Capture Schedule.

5. Click Advanced to set the camera recording parameters.

Advanced Parameters

Record Audio:

Fre-Record: as -
Post-Record: 55 -
Stream Type: Main Stream -
Expired Time (day): 5

Redundant Record/Capture

Figure 4-4 Record Parameters
6. Check Redundant Record/Capture.
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7. Click OK to save settings.

4.1.12 Configure 1080p Lite Mode

When 1080P Lite Mode is enabled, the encoding resolution at 1080P Lite (real-time) is supported.
If not, up to 1080P (non-real-time) is supported.
Go to Storage - Advanced to enable or disable 1080P Lite Mode.

4.2 Playback

4.2.1 Instant Playback

Instant playback enables the device to play the recorded video files recorded in the last five
minutes. If no video is found, it means there is no recording during the last five minutes.

After selecting the camera on Live View, you can move the cursor to the window bottom to access
the toolbar, and click - to start instant playback.

Figure 4-5 Playback

4.2.2 Play Normal Video

Go to Playback, select date and camera(s). |[+| [+ [#] [s] [ie] is the window division
shortcut for grouping cameras and playing videos. You can also select camera(s) from the list to
achieve simultaneous playback of multiple camera(s).

Position the cursor on playback window, and use the toolbar at the bottom to perform playback
operations. Refer to Playback Operations for details.
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_J..i_Note
256x playing speed is supported.

Figure 4-6 Play Normal Video

4.2.3 Play Smart Searched Video

In smart playback mode, the device can analyze videos that containing motion, line, or intrusion
detection information, and mark them in red.

Go to Playback, click Smart, and then click motion detection ( | ), line crossing detection ( - ), or
intrusion detection () in the toolbar at the bottom to play the video as your desire.

For certain cameras that have enabled human and vehicle of motion detection, you can click [H
or B to search human and vehicle targets. When you are playing back videos that contain
human or vehicle targets, the device cannot use the videos (that contain human or vehicle targets)
to apply a double analysis of line crossing detection ( ) or intrusion detection ().
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Figure 4-7 Payback by Smart Search

4.2.4 Play Custom Searched Files

You can play video by customized search conditions.

Steps

1. Go to Playback.

2. Select camera(s) from the list.

3. Click Custom Search at the lower-left corner.

4. Select a search method. For example, Search by Appearance.

5. Set search conditions

6. Click Start Search. The search result list displays 1 channel.

7. Click Channel to select a channel as your desire. It will display search results for the selected

channel.

8. Optional: Click @ to play a video.

9. Click to lock a file. The locked file will not be overwritten.

10. Optional: Export search results to a backup device.
1) Select file(s) in the search result list, or check Select All to select all files.
2) Click Export to export the selected file(s) to a backup device.

J..i Note
e You can click B to view export progress.
e You can click ¥ to return to search interface.

4.2.5 Play Tag Files

Video tag allows you to record information, such as people and locations of a certain time point,
during playback. You can use video tag(s) to search video files and position time point.
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Add Tag Files

Steps

1. Go to Playback.

2. Search and play back the video file(s).
3. Click <* to add the tag.

4. Edit the tag information.

5. Click OK.

J1iNote

Max. 64 tags can be added to a single video file.

Play Tag Files

Steps

1. Go to Playback.
2. Click Custom Search at the left bottom.
3. Enter search conditions, including time and tag keyword.
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Figure 4-8 Tag Search
4. Click Search.

G

54



Digital Video Recorder User Manual

il P BB -l R o R b B |- DICIR D B | L i

SERETAIDICCN A 7R DENE, CODROERINTTFUMRRE IR . ORISCEAITCEA-TA0E. CODRIEITT M =L im]3 .  [RDADEJ00F IDDE IE-T30n, |

D MeIRETIT 1307 133603, CORE-MRINTT 'oiTalrf.ps . D@ JRL5-3047 1207221

Figure 4-9 Searched Tag Files
5. Select a tag file, and play the video on the search results interface.

4.2.6 Play by Sub-periods

The video files can be played in multiple sub-periods simultaneously on the screen.

Steps

. Go to Playback.

. Click at the lower-left corner.

. Select a camera.

. Set the start time and end time for searching video.

. Select the different multi-period at the lower-right corner, e.g., 4-Period.

ua b WON B

-I.i-Note

According to the defined number of split-screens, the video files on the selected date can be
divided into average segments for playback. E.g., if there are video files existing between 16:00
and 22:00, and the 6-screen display mode is selected, then it can play the video files for 1 hour
on each screen simultaneously.

4.2.7 Play Log Files

Play back record file(s) associated with channels after searching system logs.

Steps

1. Go to Maintenance - Log Info.
2. Click Log Search.
3. Set search time and type and click Search.
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Figure 4-10 Search Log Files
4. Choose a log with a video file and click to start playing the log file.
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Figure 4-11 Play Log Files

4.2.8 Play External Files

You can play files from external storage devices.

Before You Start
Connect the storage device with the video files to your device.

Steps

1. Go to Playback.
2. Click = atthe lower-left corner.
3. Click [, or double-click the file to play it.
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4.3 Playback Operations

4.3.1 Normal/Smart/Custom Video

During the playback, you can select the following three modes to play the video.

Normal

Video files from the continuous recording.

Smart

Video files from events and alarm triggered recording.

Custom
Video files searched by custom conditions.

4.3.2 Set Play Strategy in Important/Custom Mode

When you are in the smart or custom video playback mode, you can set the playing speed
separately for the normal video and the smart/custom video, or you can select to skip the normal
video.

In the Smart/Custom video playback mode, click *.to set the play strategy.

e When Do not Play Normal Videos is checked, the device will skip the normal video and play the
smart (motion/line crossing/intrusion) video and the custom (searched video) only in the
normal speed (X1).

e When Do not Play Normal Videos is unchecked, you can set the play speed for the normal video
the smart/custom video separately. The speed range is from X1 to XMAX.

i Note

You can set the speed in the single-channel play mode only.

4.3.3 Edit Video Clips

You can cut and export video clips during playback.

Steps

1. Go to Playback.

2. Click at the bottom toolbar.

3. Set the start time and end time. You can click to set the time period, or set a time segment
on time bar.

4. Click to save the video clip to a storage device.
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4.3.4 Switch between Main Stream and Sub-Stream

You can switch between the main stream and the sub-stream during the playback.

Icon Description

Play the video in main stream.

Play the video in sub-stream.

_l.i_Note

The encoding parameters for the main stream and sub-stream can be configured in Storage -
Encoding Parameters.

4.3.5 Thumbnails View

With the thumbnails view on the playback interface, you can conveniently locate the required
video files on the time bar.

In the playback mode, position the cursor on time bar to get preview thumbnails.

Figure 4-12 Thumbnails View
You can click a thumbnail to enter the full-screen playback.

4.3.6 Fast View

Hold the mouse to drag on the time bar to get a fast view of the video files.

In the Video Playback mode, hold and drag the mouse through the playing time bar to fast view
the video files.

Release the mouse at the required time point to enter the full-screen playback.
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4.3.7 Digital Zoom
Digital Zoom zooms into the live image in different magnifications (1x to 16x).

Steps

1. Start live view.
2. Click # from the toolbar.
3. Move the sliding bar or scroll the mouse wheel to zoom in/out the image to different

magnifications (1x to 16x).
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Figure 4-13 Digital Zoom
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Chapter 5 Smart Analysis

_;J.-.i_Note

The functions in this section are only available for certain models.

5.1 Engine Configuration

Each engine processes a specified VCA type as its working mode. You can configure the engine
working mode as your desire.

Steps

1. Go to Smart Analysis - Engine Settings - Engine Configuration.
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Figure 5-1 Engine Configuration

2. Configure each engine usage. You can view the engine temperature and linked channel status of
each function.
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;i-.i_Note
If the engine has been bound with channel(s), switching engine working mode will unbind the
engine and channel(s), and cancel the related smart event of the channel.

3. Click Apply to save the settings.

5.2 Task Configuration
You can view the task status in task configuration. Smart analysis results are used for filtering the
pictures when searching interested human body and vehicle pictures.

Before You Start

Check Save VCA Pictures for human body detection/vehicle detection, line crossing detection,
intrusion detection, region entrance, or region exiting.

Steps

1iNote

The chapter is only available for certain models of iDS series.

1. Go to Smart Analysis > Smart Analysis - Task Configuration.

2. Check cameras to enable corresponding analysis mode. Ensure engine is available for the
selected analysis mode.

3. Enable auto analysis.
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Figure 5-2 Auto Analysis
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1) Click Edit.
2) Optional: Check Enable of Display Status and Notify Surveillance Center.
3) Set Start Time of video to analyze.
4) Click OK.
4. Check cameras and click Enabled to start analyzing.

Task status includes 3 conditions: Disabled, Waiting, and Enabled.

e Disabled: No analysis task is enabled on the camera.
e Waiting: The analysis task of the camera is enabled. Device is waiting to analyze data.
e Enabled: The analysis task of the camera is enabled and device is analyzing data of the
camera.
5. Optional: For Non-Real-Time Face Picture Comparison analysis mode, click View Record to view
the progress of each day.

5.3 Configure Enhanced VCA Mode

Enabling enhanced VCA mode will maximize the connectable channel number for line crossing
detection and intrusion detection. However, it will disable 2K/4K HDMI output resolution and 4
MP/5 MP/8 MP signal input for HUHI-K series. And for HQHI-K series, it will disable CVBS output
and channel-zero encoding.

Go to System - General, and check Enhanced VCA Mode.

5.4 Face Picture Comparison

The device supports the face picture comparison alarm and face capture for the connected camera
based on face recognition feature.

Go to Smart Analysis > Smart Analysis - Engine Configuration. Configure at least one engine
usage as Facial Recognition. Refer to Engine Configuration for details.

1iNote

The chapter is only available for certain models of iDS series.

5.4.1 Facial Detection

The facial detection detects the face appearing in the surveillance scene. Linkage actions can be
triggered when a human face is detected.
Steps

1. Go to System - Event - Smart Event.
2. Click Face Detection.
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Figure 5-3 Facial Detection

. Select a camera to configure.

. Check Enable Face Detection.

. Optional: Check Save VCA Picture to save the captured pictures of face detection.

. Set the detection sensitivity. Sensitivity range: [1-5]. The higher the value is, the more easily the
face will be detected.

. Set the arming schedule. Refer to Configure Arming Schedule

. Set linkage actions. Refer to Configure Linkage Actions

9. Click Apply.
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5.4.2 Face Picture Library Management

Face picture library is mainly used for face picture storage and face picture comparison.

Add a Face Picture Library

You can create face picture libraries via local GUI or Hik-Connect app. Here we take the operations
on local GUI as an example.

Steps

1. Go to Smart Analysis - Face Picture Database.
2. Click

3. Enter the face picture library name.

4. Click OK.
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1iNote

You can click or to edit the library name or delete the library.

Upload Face Pictures to the Library

Face picture comparison is based on face pictures in the library. You can upload a single face
picture or import multiple face pictures to the library.

Before You Start

e Ensure the picture format is JPEG or JPG.
e For each picture, ensure it only has one face.
e Import all pictures to a backup device in advance.

Steps

1. Select a face picture library in the list.

2. Click Add or Import Face Picture Library.

3. Import picture(s).
— Add: Select a picture to import and click Import.
— Import Face Picture Library: Select multiple pictures to import and click Import.

4. Optional: Select pictures and click Copy to to copy the uploaded pictures of the current library
to other library.

5. Optional: Select a picture and click Edit to modify the picture information.

. Optional: Select a picture from the list and click Delete to delete the picture.

7. Optional: Select a library and click Export Face Picture Library to export library to backup
device.

8. Optional: Click or to view by figure or list.

(0]

5.4.3 Configure Face Picture Comparison

Compare detected face pictures with specified face picture library. Trigger alarm when comparison
succeeded.

Steps
1. Go to System - Event - Smart Event - Face Picture Comparison.
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Figure 5-4 Face Picture Comparison

. Select a camera.

. Select Mode as Face Picture Comparison.

. Check Enable Face Picture Comparison.

. Optional: Set Comparison Failed Prompt, Comparison Succeeded Prompt, and Enable Alarm

Output Pulse.

Comparison Failed Prompt
It will display the prompt in live view Target Detection (with Facial Detection checked) or
Facial Recognition when face picture comparison failed. You can click [ in live view to
enter Facial Recognition interface.

Comparison Succeeded Prompt
It will display the prompt in Facial Recognition when face picture comparison succeeded. You
can click [B in live view to enter Facial Recognition interface.

Enable Alarm Output Pulse
It is usually linked with a gate. When a person is passing a gate, if the comparison succeeded,
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it will trigger a pulse to open the gate. The pulse is between 100 to 900 ms. You can set Alarm
Output Pulse (ms) in System - Event - Normal Event - Alarm Output.
6. Select face picture libraries and set similarity.
7. Set the arming schedule. Refer to Configure Arming Schedule.
8. Set the linkage actions when face picture comparison succeeded or failed. Refer to Configure
Linkage Actions.
9. Click Apply to save the settings.

5.4.4 Face Picture Search

Search by Face Picture Comparison Event

Search face picture by face picture comparison results.

Steps

. Go to Smart Analysis -> Smart Search -> Face Search - Search by Event.

. Set the start time and end time.

. Select a channel.

. Select Event Type as Face Picture Comparison.

. Click Start Search. The search result list displays 1 channel.

. Click Channel to select a channel as your desire. It will display search results for the selected
channel.

U, WN -

What to do next
Refer to View Searching Result.

Search by Uploaded Picture

You can search the face pictures by uploaded picture.

Steps
1. Go to Smart Analysis - Smart Search - Face Search - Search by Picture.
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Figure 5-5 Search by Uploaded Picture

Select a channel.

Select face pictures for search.

— Click Upload Sample from Local and select face pictures from your local directory.

— Click Upload Sample from Face Picture Database and select face pictures from created face
picture libraries.

. Set the start time and end time.
. Set the Similarity value (range: 0 to 100). Device will analyze the similarity between samples

and face pictures in library and show pictures the similarity of which are higher than the set
one.

. Click Start Search. The search result list displays 1 channel.
. Click Channel to select a channel as your desire. It will display search results for the selected

channel.

What to do next
Refer to View Searching Result.

Search by Personal Name

Search face picture by personal name.

Steps

1.

Go to Smart Analysis - Smart Search - Face Search - Search by Name.
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Figure 5-6 Search by Personal Name

2. Set the start time and end time of the face pictures to search.

3. Select a channel.

4. Enter a name.

5. Click Start Search. The search result list displays 1 channel.

6. Click Channel to select a channel as your desire. It will display search results for the selected
channel.

What to do next
Refer to View Searching Result.

Search by Appearance

Search face picture by appearance.

Steps

1. Go to Smart Analysis - Smart Search - Face Search - Search by Appearance.
2. Set search conditions.

3. Click Start Search. The search result list displays 1 channel.

4. Click Channel to select a channel as your desire. It will display search results for the selected
channel.
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What to do next
Refer to View Searching Result.

View Searching Result

e Double click a file to view the related video.

e Click Add to Face Database to add the selected file(s) to a face picture library.

e Click Add to Sample to add the select file(s) as sample picture(s). You can use the sample
picture(s) to search other pictures. Refer to Search by Uploaded Picture.

e Click Export to export the selected file(s) to a backup device. You can click Select All to select all
files.

11 Note
e You can click B to view export progress.
® You can click - to return to search interface.

5.5 Perimeter Protection

For certain models of iDS series. Go to Smart Analysis - Smart Analysis - Engine
Configuration. Configure at least one engine usage as Perimeter Protection. Refer to Engine

Configuration for details.

5.5.1 Intrusion Detection

The Intrusion detection function detects people, vehicles or other objects that enter and loiter in a
pre-defined virtual region. Specific actions can be taken when an alarm is triggered.

Steps

1. Go to System - Event - Smart Event.
2. Click Intrusion.
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Figure 5-7 Intrusion Detection

w

. Check Enable Intrusion Detection.

. Optional: Check Save VCA Picture to save the captured intrusion detection pictures.
5. Set the detection rules and detection areas.

1) Select a virtual panel. Up to 4 virtual panels are selectable.

2) Set Time Threshold, and Sensitivity.

SN

Time Threshold

The time an object loiter in the region. When the duration of the object in the defined
detection area exceeds the threshold, the device will trigger an alarm.

Sensitivity
The size of the object that can trigger the alarm. The higher the value is, the more easily
the detection alarm will be triggered.
3) Click Draw Area.
4) Draw a quadrilateral in the preview window.
6. Set the arming schedule. Refer to Configure Arming Schedule.
. Set linkage actions. Refer to Configure Linkage Actions.
8. Click Apply.

~N

”..i Note
For iDS-7200 series, you can set Target Detection as Human or Vehicle. Only the target of
selected type will trigger the alarm.
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5.5.2 Line Crossing Detection
Line crossing detection detects people, vehicles, and objects crossing a set virtual line. The
detection direction can be set as bidirectional, from left to right or from right to left.

Steps

1. Go to System - Event - Smart Event.
2. Click Line Crossing.
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Figure 5-8 Line Crossing Detection
3. Select a camera.
4. Check Enable Line Crossing Detection.
5. Optional: Check Save VCA Picture to save the captured pictures of line crossing detection.
6. Set the line crossing detection rules and detection areas.
1) Select an arming area.
2) Select Direction as A<->B, A->B, or A<-B.

A<->B

Only the arrow on the B side shows. When an object goes across the configured line with
both directions can be detected and alarms are triggered.

A->B
Only the object crossing the configured line from the A side to the B side can be detected.
B->A

Only the object crossing the configured line from the B side to the A side can be detected.
3) Set the detection sensitivity. The higher the value is, the more easily the detection alarm can
be triggered.
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4) Click Draw Region.

5) Draw a virtual line in the preview window.
7. Set the arming schedule. Refer to Configure Arming Schedule.
8. Set linkage actions. Refer to Configure Linkage Actions.
9. Click Apply.

U..i Note
For iDS-7200 series, you can set Target Detection as Human or Vehicle. Only the target of
selected type will trigger the alarm.

5.5.3 Region Entrance Detection

Region entrance detection detects objects that enter a predefined virtual region.
Steps

1. Go to System Management - Event Settings — Smart Event.
2. Click Region Entrance Detection.
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Figure 5-9 Region Entrance Detection
3. Select a camera.
4. Check Enable Region Entrance Detection.
5. Optional: Check Save VCA Picture to save the captured pictures of region entrance detection
pictures.
6. Set detection rules and detection areas.
1) Select Arming Region. Up to 4 regions are selectable.
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2) Set Sensitivity. The higher the value is, the easier the detection alarm will be triggered. Its
range is [0-100].
3) Click Draw Region, and draw a quadrilateral in the preview window.
7. Set the arming schedule. Refer to Configure Arming Schedule.
8. Set linkage actions. Refer to Configure Linkage Actions.
9. Click Apply.

5.5.4 Region Exiting Detection

Region exiting detection detects objects that exit from a predefined virtual region.

Steps

1. Go to System - Event - Smart Event.
2. Click Region Exiting.
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Figure 5-10 Region Exiting Detection

. Select a camera.
. Check Enable Region Exiting Detection.
. Optional: Check Save VCA Picture to save the captured region exiting detection pictures.
. Follow these steps to set the detection rules and detection areas.
1) Select Arming Region. Up to 4 regions are selectable.
2) Set Sensitivity. The higher the value is, the more easily the detection alarm will be triggered.
Its range is [0-100].
3) Click Draw Region and draw a quadrilateral in the preview window.
7. Set the arming schedule. Refer to Configure Arming Schedule.
8. Set linkage actions. Refer to Configure Linkage Actions.

(o) IO 2 I S O]
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9. Click Apply.

5.6 Human Body Detection

Go to Smart Analysis > Smart Analysis - Engine Configuration. Configure at least one engine
usage as Picture Recognition-Human Body. Refer to Engine Configuration for details.

Go to Smart Analysis &> Smart Analysis - Task Configuration to enable the task for camera. For
details, refer to Task Configurationfor details.

i Note

The chapter is only available for certain models of iDS series.

5.6.1 Human Body Detection

The human body detection enables to detect the human body appearing in the monitoring scene,
and capture the human body pictures.

Before You Start
The connected camera supports the human body detection.

Steps

1. Go to System - Event - Smart Event.

2. Click Human Body.

3. Optional: For IP camera does not support human body detection, Check Enable Local Human
Body Detection. Then the device will consume its decoding resource to execute human body
detection. Before enabling the function, go to Smart Analysis - Smart Analysis - Engine
Configuration to select at least one engine as Video Structuralization-Real-Time.

. Enabling the function will change smart events supported by the camera.

. Select the camera to configure the human body detection.

. Check Save VCA Picture to save the captured pictures of human body detection.

. Check Target of Interest (Human Body) to discard non-human body pictures and videos which
are not triggered by human body detection. The feature is only available for local human body
detection.

8. Set detection area.

N o b
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Figure 5-11 Human Body Detection

1) Select the detection area to configure from the Area drop-down list. Up to 8 detection areas
are selectable.

2) Check Enable Area to enable the selected detection area.

3) Edit the area name in Scene Name. The scene name can contain up to 32 characters.

4) Click Draw Area to draw a quadrilateral in the preview window and then click Stop Drawing.
9. Set the arming schedule. Refer to Configure Arming Schedule.
10. Set linkage actions. Refer to Configure Linkage Actions.
11. Click Apply to activate the settings.

5.6.2 Human Body Search

Search by Appearance

Search human body pictures according to manually specified search conditions.

Steps

1. Go to Smart Analysis - Smart Search -> Human Body Detection -> Search by Appearance.

2. Specify search conditions.

3. Click Start Search. The search result list displays 1 channel.

4. Click Channel to select a channel as your desire. It will display search results for the selected
channel.

5. Optional: Export search results.
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1) Select result file(s) from the search result interface, or check Select All to select all files.
2) Click Export to export the selected file(s) to a backup device.

A1 Note
You can click B to view export progress.You can click . to return to search interface.

Search by Uploaded Picture

To increase search accuracy, upload several pictures of one person to compare with captured
human body pictures.

Before You Start
Import human body pictures in a USB flash drive and connect it to device.

Steps

liNote

e When there are multiple targets existing in the same picture, up to 30 target pictures can be
analyzed and displayed.

e The maximum allowed picture size is 3840*2160.

® The picture must be in JPG or JPEG format.

e The picture name (with the suffix) cannot exceed 64 characters.

® Ensure the picture you uploaded is clear and recognizable.

. Go to Smart Analysis > Smart Search - Human Body Detection - Search by Picture.
. Select a channel.

. Click Upload Sample.

. Click Upload Sample from Local and select face pictures from your local directory.

. Set the start time and end time.

. Select a picture in USB flash drive, and click Import.

. Select related pictures, and click Upload.

. Specify search conditions.

cONO U B WN B

Similarity
Device will analyze the similarity between samples and face pictures in library and show
pictures the similarity of which are higher than the set one.
9. Click Start Search. The search result list displays 1 channel.
10. Optional: Export search results.
1) Select result file(s) from the search result interface, or check Select All to select all files.
2) Click Export to export the selected file(s) to a backup device.

A1 Note
You can click B to view export progress.You can click . to return to search interface.
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Add Search Result as Sample Picture

You can add searched human body pictures as sample pictures. And then search human body
pictures by the sample pictures.

Steps

1. Search human body pictures.
2. In search result interface, click to select a picture and click Add to Sample.
3. Return to search condition settings interface, the selected sample will be listed.

5.7 Motion Detection

Motion detection enables the device to detect the moving objects in the monitored area and
trigger alarms.

Steps

1. Go to System - Event -> Normal Event -> Motion Detection.
2. Select a camera.

3. Check Enable.

4. Set detection areas and rules.

1) Click Draw Area to draw the detection area(s) on the preview screen.

2) Right-click the mouse, and click Stop Drawing to finish drawing.

3) Set Sensitivity (0-100). The sensitivity allows you to calibrate how readily movement triggers
the alarm. A higher value results in the more readily to triggers motion detection.

4) Optional: For certain analog PIR cameras, check False Alarm Filter to reduce alarms.

5) Optional: For certain iDS M and iDS K (B) series devices, it can analyze analog camera videos
that contain human and vehicle. Check Human or Vehicle under an analog camera. Only the
target of selected type will trigger the alarm, which can reduce false alarms that are caused
by other objects.

liNote

e Target Detection of motion detection is conflicted with PIR alarm, hence False Alarm Filter
and Target Detection of Human and Vehicle cannot be enabled at the same time.

e Target Detection of motion detection may also be conflicted with enhanced IP mode, and
smart events like facial detection, face picture comparison, perimeter protection (line
crossing detection and intrusion detection).

5. Set the arming schedule. Refer to Configure Arming Schedule.
6. Set linkage actions. Refer to Confiqure Linkage Actions.
7. Click Apply.
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5.8 Vehicle Detection

Vehicle detection is available for the road traffic monitoring. In vehicle detection, the passed
vehicle can be detected and the picture of its license plate can be captured. You can send alarm
signal to notify the surveillance center.

5.8.1 Configure Vehicle Detection

Vehicle detection is available for road traffic monitoring. In Vehicle Detection, a passed vehicle can
be detected and the picture of its license plate can be captured.

Steps

coONO UL b WN B

. Go to System - Event > Smart Event.

. Select a camera to configure.

. Click Vehicle.

. Check Enable Vehicle Detection.

. Optional: Check Save VCA Picture to save the captured vehicle detection pictures.

. Set the arming schedule.Refer to Configure Arming Schedule

. Set the linkage actions. Refer to Configure Linkage Actions

. Configure rules, including Area Settings, Picture, Overlay Content, and Blocklist and Allowlist.

Area Settings
Up to 4 lanes are selectable.

Blocklist and Allowlist
You can export the file first to see its format, and edit it and import it to the device.

. Click Apply.

1iNote

Refer to the Network Camera User Manual for detailed instructions for the vehicle detection.

5.8.2 Vehicle Search

You can search and view the matched vehicle pictures.

Steps

1.
2.
3.

Go to Smart Analysis - Smart Search - Vehicle Search.
Select the IP camera for the vehicle search.
Set search conditions.
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Figure 5-12 Vehicle Search

4. Click Start Search. The search result list displays 1 channel.

5. Click Channel to select a channel as your desire. It will display search results for the selected
channel.

6. Export search results.
1) Select result file(s) from the search result interface, or check Select All to select all files.
2) Click Export to export the selected file(s) to a backup device.

LiNote
You can click W to view export progress.

5.9 Target Detection

In live view mode, the target detection function can achieve smart detection, facial detection,
vehicle detection, and human body detection during the last 5 seconds and the following 10
seconds.

Steps

1. In Live View mode, click Target to enter the target detection interface.
2. Select different detection types: smart detection (m’), vehicle detection (=), facial detection
(:&), and human body detection ().

liNote
For thermal cameras, the temperature measurement event is in mart detection (m'), the face
capture and facial temperature measurement are in facial detection (:L).

3. Select the historical analysis (/=) or real-time analysis ([<%) to obtain the results.

1iNote
The smart analysis results of the detection are displayed in the list. Click a result in list to play
the related video.
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4. Optional: You can select channels that require picture capture. The unselected channels will not

capture picture.

1) Click 1% at the left bottom of live view interface.

2) Select channel(s), the checked channel(s) will capture picture. All channels are selected as
default.

3) Click Finish.

5.10 View People Counting Statistics

People counting statistics calculates the number of people entering or leaving a certain configured

area and creates daily/weekly/monthly/annual reports for analysis.

Steps

1. Go to Smart Analysis - Smart Report - Counting via local device GUI.
2. Select a camera.

3. Select the report type.

4. Set Date to analyze. The people counting graphic will show.
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Figure 5-13 People Counting Interface
5. Optional: Click Export to export the report in Microsoft Excel format.

5.11 Heat Map

Heat Map is a graphical representation of data. The heat map function is used to analyze how
many people visited and stayed in a specific area.
Before You Start

The Heat Map function must be supported by the connected IP camera and the corresponding
configuration must be set.

Steps

1. Go to Smart Analysis —> Heat Map.
2. Select a camera.
3. Select the report type.
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4. Set Date to analyze.

Oy

Figure 5-14 Heat Map Interface

5. Click Counting. The results will be displayed in graphics marked in different colors.

'_I.i_Note
As shown in the figure above, red color block (255, 0, 0) indicates the most trafficked area, and
blue color block (0, 0, 255) indicates the less-popular area.

6. Optional: Click Export to export the statistics report in Microsoft Excel format.
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Chapter 6 Event

6.1 Normal Event Alarm

6.1.1 Configure Video Loss Alarms

Video loss detection detects video loss of a channel and takes alarm response action(s).

Steps

1. Go to System - Event - Normal Event - Video Loss.

2. Select a camera.

3. Check Enable.

4. Set the arming schedule. Refer to Configure Arming Schedule.
5. Set linkage actions. Refer to Configure Linkage Actions.

6.1.2 Configure Video Tampering Alarms

Video tampering detection triggered an alarm when the camera lens is covered and takes alarm
response action(s).

Steps

1. Go to System - Event - Normal Event - Video Tampering.

2. Select a camera.

3. Check Enable.

4. Set the video tampering area. Drag on the preview screen to draw the customized video
tampering area.

5. Set Sensitivity (0-2). 3 levels are available. The sensitivity calibrates how readily movement
triggers the alarm. A higher value more readily triggers the video tampering detection.

6. Set the arming schedule. Refer to Configure Arming Schedule.

7. Set linkage actions. Refer to Configure Linkage Actions.

6.1.3 Configure Sensor Alarms

Set the handling action of an external sensor alarm.

Steps

1. Go to System - Event - Normal Event - Alarm Input.
2. Select an alarm input item from the list and click

3. Select the alarm input type.

4. Edit the alarm name.
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5. Check Input.
6. Set the arming schedule. Refer to Configure Arming Schedule.
7. Set linkage actions. Refer to Configure Linkage Actions.

6.1.4 Configure Exceptions Alarms

Exception events can be configured to take the event hint in the Live View window and trigger
alarm output and linkage actions.
Steps

1. Go to System - Event - Normal Event -> Exception.

2. Optional: Enable the event hint to display it in the live view window.
1) Check Enable Event Hint.
2) Click = to select the exception type(s) to take the event hint.
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Figure 6-1 Event Hint Settings
3. Select an exception type.

Enable Event Hint [

Event Hint Config...

Exception Type HDD Full =

Figure 6-2 Exceptions Handling
4. Set the linkage actions. Refer to Configure Linkage Actions.
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6.2 VCA Event Alarm

The device supports receiving VCA detections sent by connected IP cameras. Enable and configure
VCA detection on the IP camera settings interface first.

el e

| J..l Note

e VCA detections must be supported by the connected IP camera.

o Refer to the network camera user manual for detailed VCA detection instructions.

6.2.1 Unattended Baggage Detection

Unattended baggage detection detects the objects left over in a predefined region such as the
baggage, purses, dangerous materials, etc., and a series of actions can be taken when the alarm is
triggered.

Steps

1. Go to System - Event - Smart Event.

2. Click Unattended Baggage.
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Figure 6-3 Unattended Baggage Detection

3. Select a camera.
4. Check Enable Unattended Baggage Detection.
5. Optional: Check Save VCA Picture to save the captured unattended baggage detection pictures.
6. Set the detection rules and detection areas.
1) Select Arming Region. Up to 4 regions are selectable.
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2) Drag the sliders to set Time Threshold and Sensitivity.

Time Threshold

The time of the objects are left in the region. If the value is 10, an alarm is triggered after
the object is left and stayed in the region for 10s. Its range is [5s-20s].
Sensitivity
Similarity of the background image to the object. The higher the value, the easier the
detection alarm will be triggered.
3) Click Draw Region and draw a quadrilateral in the preview window.
7. Set the arming schedule. Refer to Configure Arming Schedule.

8. Set linkage actions. Refer to Configure Linkage Actions.
9. Click Apply.

6.2.2 Object Removal Detection
The object removal detection function detects the objects removed from a pre-defined region,
such as the exhibits on display, and a series of actions can be taken when the alarm is triggered.

Steps

1. Go to System - Event - Smart Event.
2. Click Object Removable.
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Figure 6-4 Object Removal Detection

3. Select a camera to configure.
4. Check Enable Object Removable Detection.
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5. Optional: Check Save VCA Picture to save the captured object removable detection pictures.
6. Follow these steps to set the detection rules and detection areas.

1) Select Arming Region. Up to 4 regions are selectable.

2) Drag the sliders to set Time Threshold and Sensitivity.

Time Threshold

The time of the objects removed from the region. If the value is 10, alarm will be triggered
after the object disappears from the region for 10s. Its range is [55-20s].

Sensitivity
The similarity degree of the background image. If the sensitivity is high, a very small object
taken from the region will trigger the alarm.
3) Click Draw Area and draw a quadrilateral in the preview window by specifying four vertices of
the detection region.
7. Set the arming schedule.Refer to Configqure Arming Schedule.
8. Set the linkage actions. Refer to Configure Linkage Actions.
9. Click Apply.

6.2.3 Audio Exception Detection

Audio exception detection detects abnormal sounds in the surveillance scene, such as a sudden
increase/decrease in sound intensity.

Steps

1. Go to System - Event - Smart Event.
2. Click Audio Exception.
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Figure 6-5 Audio Exception Detection

3. Select a camera to configure.
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4. Optional: Check Save VCA Picture to save the captured audio exception detection pictures.
5. Set the detection rules:
1) Select Exception Detection.
2) Check Audio Loss Exception,Sudden Increase of Sound Intensity Detection,and/or Sudden
Decrease of Sound Intensity Detection.

Audio Loss Exception

Detects a steep sound rise in the surveillance scene. You can set the detection sensitivity
and threshold for steep sound rise by configuring its Sensitivity and Sound Intensity
Threshold

Sensitivity
The smaller the value, the more severe the change must be to trigger the detection. Range
[1-100].

Sound Intensity Threshold
It can filter the sound in the environment. The louder the environment sound, the higher
the value should be. Adjust it according to the environment. Range [1-100].

Sudden Decrease of Sound Intensity Detection

Detects a steep sound drop in the surveillance scene. You need set the detection sensitivity
[1-100].

6. Set the arming schedule. Refer to Configure Arming Schedule.

7. Set the linkage actions. Refer to Configure Linkage Actions.

8. Click Apply.

6.2.4 Defocus Detection

Image blur caused by lens defocus can be detected.

Steps

1. Go to System - Event - Smart Event.
2. Click Defocus.
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Figure 6-6 Defocus Detection

3. Select a camera to configure.

4. Check Enable.

5. Optional: Check Save VCA Picture to save the captured defocus detection pictures.

6. Drag the Sensitivity slider to set the detection sensitivity.
U..i Note
Sensitivity range: [1-100]. The higher the value, the more easily the defocus image will be
detected.

7. Set the arming schedule.Refer to Configure Arming Schedule.

8. Set the linkage actions. Refer to Configure Linkage Actions.

9. Click Apply.

6.2.5 Sudden Scene Change Detection

Scene change detection detects the change of the surveillance environment affected by external
factors, such as the intentional rotation of the camera.
Steps

1. Go to System - Event - Smart Event.
2. Click Sudden Scene Change.
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Figure 6-7 Sudden Scene Change
. Select a camera to configure.
. Check Enable.
. Optional: Check Save VCA Picture to save the captured sudden scene change detection pictures.
. Drag the Sensitivity slider to set the detection sensitivity.
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i_J..i_Note
Sensitivity range: [1-100]. The higher the value, the more easily the change of scene can trigger
the alarm.

~N

. Set the arming schedule.Refer to Configure Arming Schedule.
. Set the linkage actions. Refer to Configure Linkage Actions.
9. Click Apply.

(0]

6.2.6 PIR Alarm

A PIR (Passive Infrared) alarm is triggered when an intruder moves within the detector vision field.
The heat energy dissipated by a person or any other warm blooded creature such as dogs, cats,
etc., can be detected.

Steps

1. Go to System - Event - Smart Event.
2. Click PIR Alarm.
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Figure 6-8 PIR Alarm

3. Select a camera to configure.

4. Check PIR Alarm.

5. Optional: Check Save VCA Picture to save the captured of PIR alarm pictures.
6. Set the arming schedule. Refer to Configure Arming Schedule.

7. Set the linkage actions. Refer to Configure Linkage Actions.

8. Click Apply.

6.3 Configure Arming Schedule

Steps

1. Click Arming Schedule.
2. Click Edit.
3. Select a day of the week and set the time period. Up to eight time periods can be set each day.

ol B
l J..l Note
Time periods cannot repeat or overlapped.
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Edit
Weekday Mon -
Start/End Time 00:00-24:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Stari/End Time 00:00-00:00
Stant/End Time 00:00-00:00
Starl/End Time 00:00-00:00
Start/End Time 00:00-00:00
Copy Apply OK Cancel

Figure 6-9 Set Arming Schedule

4. You can click Copy to copy the current day arming schedule settings to other day(s).
5. Click Apply to save the settings.

6.4 Configure Linkage Actions

Alarm linkage actions will be activated when an alarm or exception occurs, including Event Hint
Display, Full Screen Monitoring, Audible Warning (buzzer), Notify Surveillance Center, Trigger
Alarm Output, and Send Email.

6.4.1 Configure Auto-Switch Full Screen Monitoring

When an alarm is triggered, the local monitor displays in full screen the video image from the
alarming channel configured for full screen monitoring. And when the alarm is triggered
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simultaneously in several channels, you must configure the auto-switch dwell time.

i Note

Auto-switch will terminate once the alarm stops and back to the live view interface.

Steps

1. Go to System - Live View - General.
2. Set the event output and dwell time.

Event Output
Select the output to show the event video.

Full Screen Monitoring Dwell Time

Set the time in seconds to show the alarm event screen. If alarms are triggered
simultaneously in several channels, their full-screen images will be switched at an interval of
10 seconds (default dwell time).
3. Go to the Linkage Action interface of the alarm detection (e.g., motion detection, video
tampering, face detection, etc.).
4. Select the Full Screen Monitoring alarm linkage action.
5. Select the channel(s) in Trigger Channel for full screen monitoring.

6.4.2 Configure Buzzer

When an alarm is detected, the buzzer will make an audible beep.

Steps

1. Go to System - Live View - General.

2. Check Enable Audio Output.

3. Set the audio volume.

4. Click Apply.

5. Go to Linkage Action interface of the alarm detection (e.g., motion detection, video tampering,
face detection, etc.).

6. Select Buzzer as the alarm linkage action.

6.4.3 Notify Surveillance Center

The device can send an exception or alarm signal to the remote alarm host when an event occurs.
The alarm host refers to the PC installed with client software (e.g., iVMS-4200, iVMS-5200).

Steps

1. Go to System - Network - Advanced - More Settings.

2. Set the alarm host IP and alarm host port.

3. Go to Linkage Action interface of the alarm detection (e.g., motion detection, video tampering,
face detection, etc.).
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4. Select Notify Surveillance Center.

6.4.4 Configure Email Linkage

The system can send an email with alarm information to a user or users when an alarm is
detected.

Steps

1. Go to System - Network - Advanced - Email.

2. Set the email parameters.

3. Click Apply.

4. Go to the Linkage Action interface of the alarm detection (e.g., motion detection, video
tampering, face detection, etc.).

5. Select Send Email alarm linkage action.

6.4.5 Trigger Alarm Output

The alarm output can be triggered by the alarm input, motion detection, video tampering
detection, face detection, line crossing detection, and any all other events.

Steps

1. Go to Linkage Action of the alarm detection (e.g., motion detection, face detection, line
crossing detection, intrusion detection, etc.).

2. In Trigger Alarm Outputs, select the alarm output(s) to trigger.

3. Go to System - Event - Normal Event - Alarm Output.

4. Select an alarm output item from the list.

6.4.6 Configure PTZ Linkage

The system can trigger the PTZ actions (e.g., call preset/patrol/pattern) when the alarm event, or
VCA detection events occurs.

Before You Start

Make sure the connected PTZ or speed dome connected supports PTZ linkage.

Steps

1. Go to Linkage Action interface of the alarm input or VCA detection (e.g., face detection, line
crossing detection, intrusion detection, etc.).

2. Select the PTZ Linkage.

3. Select the camera to perform the PTZ actions.

4. Select the preset/patrol/pattern No. to call when the alarm events occur.

1iNote

You can set only one PTZ type for the linkage action each time.
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6.4.7 Configure Audio and Light Alarm Linkage

For certain cameras, you can set the alarm linkage action as audio alarm or light alarm.

Before You Start

e Ensure your camera supports audio and light alarm linkage.

e Ensure the audio output and volume are properly configured.
Steps

1. Go to the linkage action interface of the alarm detection (e.g., motion detection).
2. Set Audio and Light Alarm Linkage as your desire.
3. Click Apply.

A1Note
You can use Hik-Connect to record customized voice messages, and send voice messages to
cameras. The customized voice messages can be used for audio linkage.

94



Digital Video Recorder User Manual

Chapter 7 File Management

7.1 Search Files

Specify detailed conditions to search videos and pictures.

Steps

1. Go to File Management - All Files/Human Files/Vehicle Files.
2. Specify detailed conditions, including time, camera, event type, etc.

iNote

e For All Files, select Time, Camera, File Type, and Event type.

e For Human Files, select Time, Camera, and File Type.

e For Vehicle Files, select Time, Camera, File Type, Plate No., and Area/Country.

3. Click Search to display results.The matched files will be displayed.

4. Select Target Picture or Source Picture in the menu bar to display related pictures only.
— Target Picture: Display the search results of vehicle close-ups.
— Source Picture: Display the search results of original pictures captured by camera.

7.2 Export Files

Export files for backup purposes to a USB device, or eSATA HDD.

Steps

1. Search files. Refer to Search Files for details.

2. Select files.

3. Click Export.

4. Optional: For vehicle files, check Backup License Plate Statistics Info to export license plate
statistics information later.

. Select the file to export as Video and log and click OK.

. Select the backup device and folder path.

7. Click OK.

a U

7.3 Smart Search

You can search human body files, face files and vehicles in File Management - Smart Search.
Refer to Human Body SearchFace Picture Search, and Vehicle Search for details.
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Chapter 8 POS Configuration

The device can be connected to a POS machine/server, and receive a transaction message to
overlay on the image during Live View or playback, as well as trigger a POS event alarm.

1iNote

This function is only available for certain models.

8.1 Configure POS Connection

Steps
1. Go to System - POS.
2. Click Add.
A3 FTE
Frati 8 s FoS 3
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Figure 8-1 POS Settings

3. Select a POS device from the drop-down list.
4. Check Enable.

LiNote
The number of POS devices supported by each device is the half of its number of channel, e.g., 8
POS devices are supported for the DS-9616NI-18 model.

5. Select POS Protocol.

1iNote

When a new protocol is selected, reboot the device to activate the new settings.

Universal Protocol

Click Advanced to expand more settings when selecting the universal protocol. You can set
the start line identifier, line break tag, and end line tag for the POS overlay characters, and
the case-sensitive property of the characters. You can also optionally check the filtering
identifier and the XML protocol.

96



Digital Video Recorder User Manual

Slar Line identifier Hiex
Lime Break no0A Hi
End Line ldentifier Hex

Case Sensitive

Filtering ldentifier
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Figure 8-2 Universal Protocol Settings

EPSON
The fixed start and end line tag are used for EPSON protocol.

AVE
The fixed start and end line tag are used for AVE protocol. Serial port and virtual serial port
connection types are supported.
Click Custom to configure the AVE settings. Select Rule as VSI-ADD or VNET . Set the address
bit of the POS message to send. Click OK to save the settings.

NUCLEUS

Click the Custom to configure the NUCLEUS settings.
Enter the employee No., shift No., and the terminal No. in the field. The matching message
sent from the POS device will be used as the valid POS data.

LiNnote
The NUCLEUS protocol must be used in the RS-232 connection communication.

6. Select Connection Mode and click Parameters to configure the parameters for each
connection mode.
TCP Connection
When using TCP connection, the port must be set from 1 to 65535, and the port for each POS
machine must be unique.
Set the Allowed Remote IP Address of the device sending the POS message.
UDP Connection
When using UDP connection, the port must be set from 1 to 65535, and the port for each POS
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machine must be unique.
Set the Allowed Remote IP Address of the device sending the POS message.

USB-to-RS-232 Connection

Configure the USB-to-RS-232 convertor port parameters, including the port serial number,
baud rate, data bit, stop bit, parity, and flow ctrl.

U5B-to-R3-232 Setlings

Serial Port Number 1 =
Baud Rate 4800 -
Data Bit 5 -
Stop Bit 1 =
Parity Mone -
Flow Ctrl Mone -
DK Cancel

Figure 8-3 USB-t0-RS-232 Settings

RS-232 Connection

Connect the device and the POS machine via RS-232. The RS-232 settings can be configured
inMenu - Configuration - RS-232. The Usage must be set to Transparent Channel.

Multicast Connection
When connecting the device and the POS machine via Multicast protocol, set the multicast
address and port.

Sniff Connection

Connect the device and the POS machine via Sniff. Configure the source address and
destination address settings.
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=niff Settings

Enable Source Port F...

Source Address 18 .16 .1 s}
Source Port 10020

Enable Destination A...

Enable Destination P...

Destination Address 20 18 .1 . 24

Destination Pori 10030

oK Cancel

Figure 8-4 Sniff Settings

8.2 Configure POS Text Overlay

Steps

1. Go to System - POS.
2. Click Channel Linkage and Display.
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Figure 8-5 Overlay Character Settings

w

. Select linked channel to overlay the POS characters.
4. Set the characters overlay for the enabled POS.
e Character encoding format: currently the Latin-1 format is available
e Overlay mode of the characters to display in scrolling or page mod
® Font size and font color
e Display time (sec) of the characters. The value ranges 5 -3600 sec.
e Timeout of POS event. The value ranges 5 -3600 sec. When the device has not received the
POS message within the defined time, the transaction ends.
5. In Privacy Settings, set the POS privacy information to not display on the image, e.g., the card
number, user name, etc.
The defined privacy information will be displayed using ***on the image instead.
6. Check Overlay POS in Live View. When this feature is enabled, the POS information is overlaid
on the Live View image.

“linote

Drag the frame to adjust the textbox size and position on POS settings interface preview screen.

7. Click Apply to activate the settings.

8.3 Configure POS Alarm

A POS event can trigger channels to start recording, or trigger full screen monitoring or an audio
warning, notifying the surveillance center, send e-mail, etc.

Steps

1. Go to Storage -> Recording Schedule.
2. Set the POS event's arming schedule.
3. Go to System - POS.
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4. Click Event Linkage on the POS adding or editing interface.

Cnamnel Linkage and Display  Evenl Lnkage

Mormal Linkasge Trigger Alarm Oulpul Trigger Channel
Local-=1 m
Full Scrasn Montaring
Local=2 o2
Audbie \Warning
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Senc Email
Locel->4 4

10.15.2 250 3000->1

‘Nebce: please confirm {be evers cutput n Leve View” sellings meny 15 the same with the real evenl oulput,

APRRY

Figure 8-6 Set Trigger Cameras of POS

5. Select the normal linkage actions.

6. Select one or more alarm output(s) to trigger.

7. Select one or more channels to record or become full-screen monitoring when a POS alarm is
triggered.

8. Click Apply to save the settings.
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Chapter 9 Storage

_J..i_Note
The available functions in this chapter may vary according to different models.

9.1 Storage Device Management

9.1.1 Manage Local HDD

Configure HDD Group

Multiple HDDs can be managed in groups. Video from specified channels can be recorded onto a
particular HDD group through HDD settings.

Steps

1. Go to Storage - Storage Mode.
2. Select Mode as Group.

3. Click Apply.

4. Go to Storage —> Storage Device.
5. Select a HDD.

Bid [§] Todal Capeo oy 1ER3 DD Frioe Bpeoe 10O20050

v A kol = ¥ OIILED

Figure 9-1 Storage Device
6. Click to enter Local HDD Settings interface.
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Local HOD Settings
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Graup 1 =2 3 4 5 B T a8

9 10 008 (020 0% L 181016

HOD Capacity  931.52GEB

Figure 9-2 Local HDD Settings

7. Select a group number for the HDD.
8. Click OK.

LiNnote
Regroup the cameras for HDD if the HDD group number is changed.

9. Go to Storage — Storage Mode.

10. Select group number from the list.

11. Select related camera(s) to save videos and pictures on the HDD group.
12. Click Apply.

Configure the HDD Property

HDD property can be set as R/W, Read-only, or Redundant.

Before You Start
Set the storage mode to Group. For detailed steps, refer to Configure HDD Group
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Steps

1. Go to Storage — Storage Device.
2. Click of desired HDD.
3. Select HDD Property.

R/W
HDD supports both read and write.

Read-only
Files in read-only HDD will not be overwritten.

Redundant

Save the videos and pictures not only in the R/W HDD but also in the redundant HDD. It
effectively enhances the data safety and reliability. Ensure at least another HDD which is in
Read/Write status exists.

4. Click OK.

Configure the HDD Quota

Each camera can be configured with an allocated quota for storing videos or pictures.

Steps

1. Go to Storage -> Storage Mode.

2. Select Mode as Quota.

3. Select a camera to set quota.

4. Enter the storage capacity in the text fields of Max. Record Capacity (GB) and Max. Picture
Capacity (GB).

. Click Copy to to copy the quota settings of the current camera to other cameras.

6. Click Apply.

ul

liNote

o When the quota capacity is set to 0, all cameras will use the total capacity of HDD for videos
and pictures.

® Reboot the video recorder to activate the new settings.

9.1.2 Add a Network Disk

You can add the allocated NAS or IP SAN disk to the device, and use it as a network HDD.

Steps

1. Go to Storage — Storage Device.
2. Click Add.
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Custom Add

MetHDD MeatHDD 1

Type MAS

MetHDD P 120 .3 .2 . a3
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(o4 Cancel

Figure 9-3 Add NetHDD

3. Select NetHDD type.

4. Enter NetHDD IP address and click Search to search the available NetHDD.
5. Select the desired NetHDD.

6. Click OK.

7. The added NetHDD will be displayed in the HDD list. Select the newly added NetHDD and click
Init.

9.1.3 Manage eSATA

i Note

The eSATA function is only available for certain models.

Configure eSATA for Data Storage

When there is an external eSATA device connected to your video recorder, you can configure the
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eSATA usage as data storage and manage the eSATA.

Steps

1. Go to Storage - Advanced.
2. Select eSATA Usage as Export or Record/Capture.

Export
Use the eSATA for backup.

Record/Capture
Use the eSATA for record/capture. Refer to the following steps for operating instructions.

aBATA aSATA
zage RecardiCaplure

Figure 9-4 eSATA Mode

What to do next

If eSATA usage is set as Record/Capture, enter the storage device interface to edit its property or
initialize it.

Configure eSATA for Auto Backup

If you made an automatic backup plan, the video recorder will back up the local videos of 24 hours
ahead of the backup start time to eSATA.
Before You Start

Ensure the device has correctly connected with an external eSATA hard drive, and its usage type is
set as Export. Refer to Manage eSATA for details.

Steps

1. Go to Storage - Auto Backup.
2. Check Auto Backup.
3. Set the backup start time in Start Backup at.

_;.;...i_Note
If the day experiences a failed backup, the video recorder will back up the videos 48 hours
ahead of the backup start time in the next day.

4. Select channels for backup.
. Select Backup Stream Type as your desire.
6. Select Overwrite type.
— Disable: When HDD is full, it will stop writing.
— Enable: When HDD is full, it will continue to write new files by deleting the oldest files.
7. Click Apply.

ul
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Figure 9-5 Configure eSATA for Auto Backup

9.2 Disk Array

A disk array is a data storage virtualization technology that combines multiple physical disk drives
into a single logical unit. Also known as a "RAID", an array stores data over multiple HDDs to
provide enough redundancy so that data can be recovered if one disk fails. Data is distributed
across the drives in one of several ways called "RAID levels", based the redundancy and
performance required.

i Note

The functions in this section are only available for certain models.

9.2.1 Create a Disk Array

The video recorder supports software-based disk arrays. Enable the RAID function as required, and
ensure each HDD capacity is not less than 4 TB. If your device has no more than 16 SATA
interfaces, a disk array can contain no more than 8 HDDs. If your device has 24 SATA interfaces, a
disk array can contain no more than 12 HDDs. Two ways are available for creating an array: one-
touch configuration and manual configuration.

One-Touch Creation

One-touch configuration creates the disk array. By default, the array type created by one-touch
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configuration is RAID 5.

Before You Start

Install at least 3 HDDs. If more than 10 HDDs are installed, 2 arrays will be created. To maintain
reliability and stability running of the HDDs, it is recommended to use of enterprise-level HDDs of
the same model and capacity.

Steps

. Go to Storage - Advanced.

. Check Enable RAID.

. Click Apply and reboot the device to have settings take effect.
. After reboot, go to Storage - RAID Setup - Physical Disk.

. Click One-touch Config.

. Edit Array Name and click OK to start configuring.

AUk, WN -

1iNote

If you install 4 or more HDDs, a hot spare disk for array rebuilding will be created.

7. Optional: The video recorder will automatically initialize the created array. Go to Storage -
RAID Setup = Array to view the information of the created array.

Manual Creation

Manually create a RAID 0, RAID 1, RAID 5, RAID 6, or RAID 10 array.

Steps

1. Go to Storage - Advanced.

2. Check Enable RAID.

3. Click Apply and reboot the device to have settings take effect.
4. After reboot, go to Storage —> RAID Setup —> Physical Disk.

5. Click Create.
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Figure 9-6 Create Array

6. Enter Array Name.
7. Select RAID Level as required.
8. Select the physical disks to constitute the array.

Table 9-1 The Required Number of HDDs

RAID Level The Required Number of HDDs
RAID O At least 2 HDDs.
RAID 1 At least 2 HDDs.
RAID 5 At least 3 HDDs.
RAID 6 At least 4 HDDs.
RAID 10 The number of HDD must be an even ranges from 4 to 16.

9. Click OK.
10. Optional: The video recorder will automatically initialize the created array. Go to Storage -
RAID Setup - Array to view the information of the created array.
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Figure 9-7 Array List
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9.2.2 Rebuild an Array

The array status includes Functional, Degraded, and Offline. To ensure the high security and
reliability of the data stored in an array, take immediate and proper maintenance of the arrays
according its status.

Functional
No disk loss in the array.

Offline
The number of lost disks has exceeded the limit.

Degraded

If any HDD fails in the array, the array degrades. Restore it to Functional status by rebuilding the
array.

Configure a Hot Spare Disk

The hot spare disk is required for the disk array automatic rebuilding.

Steps
1. Go to Storage - RAID Setup - Physical Disk.
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Figure 9-8 Physical Disk
2. Click of an available HDD to set it as the hot spare disk.

Automatically Rebuild an Array

The video recorder can automatically rebuild degraded arrays with the hot spare disks.

Before You Start

Create hot spare disks. For details, refer to Configure a Hot Spare Disk.

Steps

1. Go to Storage - RAID Setup - Array.
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Figure 9-9 Array List

Manually Rebuild an Array

If no hot spare disks are configured, rebuild a degraded array manually.

Before You Start
At least one available physical disk must exist to rebuild an array.

Steps

1. Go to Storage —> RAID Setup - Array.
2. Click of the degraded array.
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Figure 9-10 Rebuild Array

3. Select the available physical disk.

4. Click OK.

5. Click OK on the pop up message box "Do not unplug the physical disk when it is under

rebuilding."
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Chapter 10 Network Settings

10.1 Configure DDNS
You can set Dynamic DNS service for network access. Different DDNS modes are available:
DynDNS, PeanutHull, and NO-IP.

Before You Start

You must register the DynDNS, PeanutHull, or NO-IP services with your ISP before configuring
DDNS settings.

Steps
1. Go to System - Network - TCP/IP > DDNS

TCARF  DDMS  PAPGE WTF MAT

E-nble
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Figure 10-1 DDNS Settings

2. Check Enable.

3. Select DDNS Type as DynDNS.

4. Enter Server Address for DynDNS (i.e., members.dyndns.org).

5. Under Device Domain Name, enter the domain name obtained from the DynDNS Website.
6. Enter User Name and Password registered in the DynDNS Website.

7. Click Apply.

10.2 Configure PPPoOE

If the device is connected to Internet through PPPoE, you need to configure user name and
password accordingly under System - Network > TCP/IP > PPPoE.
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Contact your Internet service provider for details about PPPoE service.

10.3 Configure Port Mapping (NAT)

Two ways are provided for port mapping to realize the remote access via the cross-segment
network, UPnP™ and manual mapping.

Before You Start

If you want to enable the UPnP™ function of the device, you must enable the UPnP™ function of
the router to which your device is connected. When the network working mode of the device is
set as multi-address, the Default Route of the device should be in the same network segment as
that of the LAN IP address of the router.

Universal Plug and Play (UPnP™) can permit the device seamlessly discover the presence of other
network devices on the network and establish functional network services for data sharing,
communications, etc. You can use the UPnP™ function to enable the fast connection of the device
to the WAN via a router without port mapping.

Steps
1. Go to System - Network - TCP/IP - NAT.

Figure 10-2 Port Mapping Setting

2. Check Enable.
3. Select Mapping Type as Manual or Auto.
— Auto: If you select Auto, the port mapping items are read-only, and the external ports are set
by the router automatically.
— Manual: If you select Manual, you can edit the external port on your demand by clicking to
activate External Port Settings.

linote
® You can use the default port No., or change it according to actual requirements.
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e External Port indicates the port No. for port mapping in the router.

e The value of the RTSP port No. should be 554 or between 1024 and 65535, while the value of
the other ports should be between 1 and 65535 and the value must be different from each
other. If multiple devices are configured for the UPnP™ settings under the same router, the
value of the port No. for each device should be unique.

4. Enter the virtual server setting page of router; fill in the blank of Internal Source Port with the
internal port value, the blank of External Source Port with the external port value, and other
required contents.

J..i Note
e Each item should be corresponding with the device port, including server port, http port,
RTSP port and https port.
e The virtual server setting interface below is for reference only, it may be different due to
different router manufactures. Please contact the manufacture of router if you have any
problems with setting virtual server.

External Internal

Delete Source Protocol Internal Source IP Source Application
Port

O 81 |[Tcp v [192t68251001 [0 |[HTTP ™

Figure 10-3 Set Virtual Server Item

10.4 Configure Wi-Fi

You can use a Wi-Fi dongle to connect your device to a wireless network. Only certain models
support this function.

Before You Start

Prepare a suitable Wi-Fi dongle, and insert it in to the USB interface at the rear panel.
Steps

1. Go to System - Network - TCP/IP - Wi-Fi.
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Figure 10-4 Connect to a Wireless Network

2. Check Enable Wi-Fi.
3. Connect to a wireless network.

Connect to an 1. Double click the wireless network from the list as you desired.
Automatically 2. Set wireless network parameters.
Searched Wireless 3. Click OK.

Network

Connect to a 1. Click Custom Adding.
Customized Wireless 2. Set wireless network parameters.
Network 3. Click OK.

Connectto a 1. Click WPS Settings.

Wireless Network 2. Check Enable WPS.

with WPS (Wi-Fi 3. Set wireless network parameters.
Protected Setup) 4. Click Apply.

After connecting to an available wireless network, you can view the connection result in
Connection Status.

4. Go to System > Network - TCP/IP - TCP/IP.

5. Set Select NIC and Default Route as WLANO.

6. Set other network parameters.

7. Click Apply.
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10.5 Configure SNMP

You can configure SNMP settings to get device status and parameter information.

Before You Start

Download the SNMP software to receive device information via the SNMP port. By setting the trap
address and port, the device is allowed to send alarm events and exception messages to the
surveillance center.

Steps
1. Go to System - Network - Advanced - SNMP.
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SNMP Version V2
SNMP Port 161
Read Community public
Write Community private

Trap Address
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o

Apply

Figure 10-5 SNMP Settings
2. Check Enable. A message will pop up to notify about a possible security risk. Click Yes to
continue.
3. Configure the SNMP settings as needed.
Trap Address

SNMP host IP address.

Trap Port

Port of the SNMP host.
4. Click Apply.
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_;.:.-.i_Note
You can configure SNMP v2 and SNMP v3 parameters via web browser in Configuration -
System - Advanced Settings > SNMP.

10.6 Configure Email

The system can be configured to send an e-mail notification to all designated users when a
specified event occurs such as when an alarm or motion event is detected, or the administrator
password is changed, etc.
Before You Start
The device must be connected to a local area network (LAN) that contains an SMTP mail server.
The network must also be connected to either an intranet or the Internet depending on the
location of the email accounts to which you want to send notifications.
Steps
1. Go to System - Network - Advanced - Email.
2. Configure the email settings.
Server Authentication
Check to enable the function if the SMTP server requires user authentication and enter the
user name and password accordingly.
SMTP Server
The IP address of SMTP Server or host name (e.g., smtp.263xmail.com).

SMTP Port
The SMTP port. The default TCP/IP port used for SMTP is 25.

Enable SSL/TLS
Check to enable SSL/TLS if required by the SMTP server.

Sender
The sender's name.

Sender's Address
The sender's address.

Select Receivers
Select the receiver. Up to 3 receivers can be configured.

Receiver
The receiver's name.

Receiver's Address
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The email address of the user to be notified.

Attached Image
Check to send email with attached alarm images. The interval is the time between sending
two subsequent alarm images.

Interval

The time interval for capturing the attached images.
3. Optional: Enable the alternate SMTP, and configure the required parameters for alternate
SMTP. When the preferred SMTP is invalid, the device will use alternate SMTP to send emails.
4. Optional: Click Test to send a test email.
5. Click Apply.

10.7 Configure Port

You can configure different types of ports to enable relevant functions.

Steps
1. Go to System - Network - Advanced - More Settings.
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Alarm Host IP

Alarm Host Porl 0
Server Porl 8000
HT TP Por 80
Multicast IP

RTEP Pori 554

Enhanced SDK Ser... 0443

Apphy

Figure 10-6 Port Settings
2. Configure port settings as needed.
Alarm Host IP/Port

With a remote alarm host configured, the device will send the alarm event or exception
message to the host when an alarm is triggered. The remote alarm host must have the client
management system (CMS) software installed. The alarm host IP refers to the IP address of
the remote PC on which the CMS software (e.g., iVMS-4200) is installed, and the alarm host
port (7200 by default) must be the same as the alarm monitoring port configured in the
software.

Server Port

Server port (8000 by default) should be configured for remote client software access and its
valid range is 2000 to 65535.

HTTP Port
HTTP port (80 by default) should be configured for remote Web browser access.
Multicast IP

Multicast can be configured to enable Live View for cameras that exceed the maximum
number allowed through network. Both IPv4 and IPv6 are available for multicast IP address.
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For IPv4, it covers Class-D IP ranging from 224.0.0.0 to 239.255.255.255 and it is
recommended to use an IP address ranging from 239.252.0.0 to 239.255.255.255. When
adding a device to the CMS software, the multicast address must be the same as that of the
device.

RTSP Port
RTSP (Real Time Streaming Protocol) is a network control protocol designed to control
streaming media servers. The port is 554 by default.

Enhanced SDK Service Port

The enhanced SDK service adopts TLS protocol over the SDK service that provides safer data
transmission. The port is 8443 by default.
3. Click Apply.

10.8 Configure ONVIF

ONVIF protocol allows the connection with third-party cameras. The added user accounts have the
permission to connect other devices via ONVIF protocol.

Steps

1. Go to Maintenance - System Service -> ONVIF.
2. Check Enable ONVIF to enable the ONVIF access management.

_;i_Note
ONVIF protocol is disabled by default.

3. Click Add.
4. Enter User Name, and Password

&.Caution

We highly recommend you create a strong password of your own choosing (Using a minimum of
8 characters, including at least three of the following categories: upper case letters, lower case
letters, numbers, and special characters.) in order to increase the security of your product. And
we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.

5. Select Level as Media User, Operator or Admin.
6. Click OK.
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Chapter 11 User Management and Security

11.1 Manage User Accounts

The Administrator user name is admin and the password is set when you start the device for the
first time. The Administrator has the permission to add and delete users and configure user
parameters.

11.1.1 Add a User

Steps

1. Go to System - User.

2. Click Add to enter the operation permission interface.

3. Input the admin password and click OK.

4. In the Add User interface, enter the information for a new user.

;&Caution

Strong Password Recommended—We highly recommend you create a strong password of your
own choosing (using a minimum of 8 characters, including at least three of the following
categories: upper case letters, lower case letters, numbers, and special characters) in order to
increase the security of your product. We also recommend that you reset your password
regularly. Especially in the high security systems, resetting the password monthly or weekly can
better protect your product.

User Level

Set the user level to Operator or Guest. Different user levels have different operating

permission.

e Operator: An Operator user level has Two-way Audio permission in Remote Configuration
and all operating permissions in Camera Configuration by default.

® Guest: The Guest user has no permission of Two-way Audio in Remote Configuration and
only has the local/remote playback in the Camera Configuration by default.

User’s MAC Address

The MAC address of the remote PC that logs onto the device. If it is configured and enabled, it
allows only the remote user with this MAC address to access the device.

123



Digital Video Recorder User Manual

5. Click OK.
In the User Management interface, the added new user is displayed on the list.

11.1.2 Edit the Admin User

For the admin user account, you can modify your password and unlock pattern.

Steps

1. Go to System - User.
2. Select the admin user from the list.
3. Click Modify.

Edit User
User Name 3oimn
Password ——— Discard C
Confi T

Naote Vakd password range [8-16] You can use
FPassword S

ser's MAC Ag m a0 oD 00 - on r
Urfock Palt Ensble Unlock FPatt=rn

GUID Fre Export

Securty Qu

Reserved £ ) Moty

“ Cancel

Figure 11-1 Edit User (Admin)

4. Edit the admin user information as desired, including a new admin password (strong password is
required) and MAC address.
5. Edit the unlock pattern for the admin user account.
1) Check Enable Unlock Pattern to enable the use of an unlock pattern when logging in to the
device.
2) Use the mouse to draw a pattern among the 9 dots on the screen, and release the mouse
when the pattern is done.
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6. Check Export of GUID File to export the GUID file for the admin user account.

_;J.-.i_Note
When the admin password is changed, export the new GUID to the connected USB flash drive in
the Import/Export interface for the future password resetting.

7. Configure security question for password resetting.
. Configure reserved email for password resetting.
9. Click OK to save the settings.

o]

11.1.3 Edit an Operator/Guest User

You can edit the user information, including user name, password, permission level, and MAC
address.

Steps

1. Go to System - User.
2. Select a user from the list and click Modify.

Echl Lizer

Lsar Kama &1

Password Discan: ...

Hale WAl paetennd range [B-18] Yo can ks
Pagivierd St

User Lavel  Dresralor

Users ACRG.. 00 o ol oo 02 0o

Figure 11-2 Edit User (Operator/Guest)

3. Edit the user information as desired, including the new password (strong password is required)
and MAC address.
4. Click OK.
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11.2 Manage User Permissions

11.2.1 Set User Permissions

For an added user, you can assign the different permissions, including local and remote operation
of the device.

Steps

1. Go to System - User.
2. Select a user from the list, and then click €2 to enter the permission settings interface.

Femission ™,

Local Configuralion Remote Configuration  Camera Configuration

iLocal Log Search

ILocal Paramelars Settings
ILocal Camera Management
Local Advanced Operation

_Local Shutdawm / Reboot

Figure 11-3 User Permission Settings Interface

3. Set the user's operating permissions for Local Configuration, Remote Configuration, and
Camera Configuration for the user.
1) Set Local Configuration

Local Log Search
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Searching and viewing logs and system information of device.

Local Parameters Settings
Configuring parameters, restoring factory default parameters, and importing/exporting
configuration files.
Local Camera Management
Adding, deleting, and editing of IP cameras.

Local Advanced Operation
Operating HDD management (initializing HDD, setting HDD property), upgrading system
firmware, clearing I/O alarm output.

Local Shutdown Reboot
Shutting down or rebooting the device.

2) Set Remote Configuration

Remote Log Search

Remotely viewing logs that are saved on the device.

Remote Parameters Settings
Remotely configuring parameters, restoring factory default parameters, and
importing/exporting configuration files.

Remote Camera Management
Remote adding, deleting, and editing of the IP cameras.

Remote Serial Port Control
Configuring settings for RS-232 and RS-485 port settings.

Remote Video Output Control
Sending remote button control signals.

Two-Way Audio
Operating the two-way radio between the remote client and the device.

Remote Alarm Control
Remotely arming (notify alarm and exception message to the remote client) and
controlling the alarm output.

Remote Advanced Operation
Remotely operating HDD management (initializing HDD, setting HDD property), upgrading
system firmware, clearing I/0 alarm output.

Remote Shutdown/Reboot
Remotely shutting down or rebooting the device.

3) Set Camera Configuration

Remote Live View
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Remotely viewing live video of the selected camera(s).

Local Manual Operation

Locally starting/stopping manual recording and alarm output of the selected camera(s).
Remote Manual Operation
Remotely starting/stopping manual recording and alarm output of the selected camera(s).
Local Playback

Locally playing back recorded files of the selected camera(s).

Remote Playback
Remotely playing back recorded files of the selected camera(s).

Local PTZ Control

Locally controlling PTZ movement of the selected camera(s).

Remote PTZ Control
Remotely controlling PTZ movement of the selected camera(s).

Local Video Export

Locally exporting recorded files of the selected camera(s).

Local Live View

View live video of the selected camera(s) in local.
4. Click OK to save the settings.

11.2.2 Set Live View Permission on Lock Screen

The admin user can set live view permission for specific cameras in the screen lock status of

device.

e The admin user can set this permission for user accounts.

® When the normal user (Operator or Guest) has no local live view permission for specific camera
(s), the live view permission for such camera (s) on lock screen status cannot be configured (live
view not allowed by default).

Steps

1. Go to System - User.
2. Click Live View Permission on Lock Screen.
3. Input admin password and click Next.
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Local Live View

Camera Select All
D1 D2 D3 D4 D5 D&

| LIDT D8 D9 D10 D11 D12
D13 D14 D15 D16 D17 D18
D19 D20 D21 D22 LID23 LID24
D25 D26 D27 D28 D29 D30
D31 D32 D33 D4 D35 D36
DAt D38 D39 D40 D41 D42
D43 D44 D45 D48 D47 D448
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All the users will have the live view permission of selected channeis.

Figure 11-4 Set Live View Permissions on Lock Screen

4. Set the permissions. Select the camera (s) to allow live view when the current user account is in
logout status.
5. Click OK.

11.3 Configure Password Security

11.3.1 Export GUID File

The GUID file can help you to reset password when you forget it. You can export GUID file via web
browser. Please keep the GUID file properly.

Before You Start
Ensure you are on the same network segment with your device.
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Steps

1. Go to Configuration - System - User Management - User Management.
2. Select the admin user.

3. Click Account Security Settings.

4. Click Modify.

Sacurity Question Configuration

Security Questoni |"|’|:lur father's name® W
Answer | |
Sacurity Queshion2 |'1"L|=_I| mother's nama? o
Angwel | |
Security Question3 |‘1“Lu.r| head teacher's name in senior high schog v
Anzwer | |

Export GUID File (7

Export

Password Recovery via E-mail [7)

Passward Recovery via E-mail| |

| Dk | Cancel

Figure 11-5 Export GUID File

5. Click Export in Export GUID File.
6. Enter the admin password.
7. Save the GUID file to a directory as your desire.

11.3.2 Configure Security Questions

The security questions can help you to reset password when you forget your password, or
encounter security issues. You can configure security questions via web browser.

Before You Start
Ensure you are on the same network segment with your device.

Steps
1. Go to Configuration - System - User Management - User Management.
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2. Select the admin user.
3. Click Account Security Settings.
4. Click Modify.

Sacurity Question Configuration

Sacunty Quesioni |"|’|:lur father's name’ W
Answet | :
Sacurily Queskon2 | Your mother's namea’? o
ARz | |
security Question3 [Your head teacher's name in senior high schoa v
ANSWET | |

Export GUID File (72

Export

Password Recovery via E-mail [7)

Passward Recovery via E-mail| |

| DK | Cancel

Figure 11-6 Configure Security Questions

5. Set the security questions.
6. Click OK.
7. Enter the admin password.
8. Click OK.

11.3.3 Configure Reserved Email

The reserved email will help you to reset password when you forget your password.

Steps
1. Check Reserved E-mail when you are activating the device, or click Modify when you are editing

the admin user account.
2. Enter reserved email address.
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Figure 11-7 Configure Reserved Email
3. Click OK.

11.4 Reset Password

When you forget the admin password, you can reset the password by importing the GUID file,
answering security questions, or entering verification code from your reserved email.

11.4.1 Reset Password by GUID

You can reset password by GUID via web browser.

Before You Start
Ensure you have the correct GUID file.

Steps

1. On the user login interface, click Forgot password.
2. Select Verification Mode as GUID File Verification.
3. Click Browse to locate the GUID file.

4. Click Next.

5. Enter a new password.
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Warning

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

6. Confirm the new password.
7. Click Next.

11.4.2 Reset Password by Security Questions

You can reset password by answering security questions via web browser.

Before You Start

Ensure you have configured the security questions when you activate the device or edit the admin
user account.

Steps

. On the user login interface, click Forgot password.

. Select Verification Mode as Security Question Verification.
. Enter the answers of each question.

. Click Next.

. Enter a new password.

ua b WON B

Warning

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

6. Click Next.

11.4.3 Reset Password by Hik-Connect

Before You Start
Ensure your device has enabled Hik-Connect, and bound with a registered Hik-Connect account.

Steps

1. On the user login interface, click Forgot Password.
2. On the password reset type interface, select Verify by Hik-Connect.
3. Log in to Hik-Connect app with the account that has bound with your device.
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4. Use Hik-Connect to scan the QR code. Thereafter, you will have a verification code from Hik-
Connect.

5. Enter the verification code.

6. Click OK.

11.4.4 Reset Password by Reserved Email

Before You Start

Ensure you have configured the reserved email when you are activating the device or editing the
admin user account. (Refer to Configure Reserved Email)

Steps
1. On the user login interface, click Forgot Password.
2. On the password reset type interface, select Verify by Reserved Email.
3. Click OK.
4. Click Next if you accept the legal disclaimer. You can use a smartphone to scan the QR code and
read the legal disclaimer.
5. Obtain the verification code. There are two ways to get the verification code.
— Use Hik-Connect app to scan the QR code.
— Send the QR code to email server.
1. Insert a USB flash drive to your device.
2. Click Export to export the QR code to USB flash drive.
3. Email the QR code to pw_recovery@hikvision.com as attachment.

6. Check your reserved email, and you will receive a verification code within 5 minutes.
. Enter the verification code.
8. Click OK to set the new password.

~
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Chapter 12 System Management

12.1 Configure Device

Steps
1. Go to System -> General.
2. Configure the following settings.
Language
The default language used is English.
Output Standard
Set the output standard to NTSC or PAL, which must be the same as the video input standard.

Resolution
Configure video output resolution.

Device Name
Edit device name.

Device No.
Edit the device serial number. The Device No. can be set in the range of 1 to 255, and the
default No. is 255. The number is used for the remote and keyboard control.

Auto Logout
Set the timeout time for menu inactivity. E.g., when the timeout time is set to 5 minutes, then
the system will exit from the current operation menu to Live View screen after 5 minutes of
menu inactivity.

Mouse Pointer Speed
Set the speed of the mouse pointer; 4 levels are configurable.

Enable Wizard
Enable/disable the Wizard when the device starts up.

Enable Password

Enable/disable the use of the login password.
3. Click Apply to save the settings.

12.2 Configure Time
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12.2.1 Manual Time Synchronization

Steps

1. Go to System - General.
2. Configure the date and time.
3. Click Apply to save the settings.

12.2.2 NTP Synchronization

Connection to a network time protocol (NTP) server can be configured on your device to ensure
the system’s date and time accuracy.
Steps
1. Go to System - Network - TCP/IP - NTP.
2. Check Enable.
3. Configure NTP settings as need.

Interval (min)

Time interval between two time synchronization with NTP server

NTP Server
IP address of the NTP server

NTP Port

Port of the NTP server
4. Click Apply

12.2.3 DST Synchronization

DST (daylight saving time) refers to the period of the year when clocks are moved one period
ahead. In some areas worldwide, this has the effect of creating more sunlit hours in the evening
during months when the weather is the warmest.

We advance our clocks ahead a certain period (depends on the DST bias you set) at the beginning
of DST, and move them back the same period when we return to standard time (ST).

Steps
1. Go to System - General.
2. Check Enable DST.
3. Set DST mode as Auto or Manual.
Auto
Automatically enable the default DST period according to the local DST rules.

Manual
Manually set the start time and end time of the DST period, and the DST bias.
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4. Set the DST Bias. Set the time (30/60/90/120 minutes) offset from the standard time.
5. Click Apply to save the settings.

12.3 Network Detection

12.3.1 Network Traffic Monitoring

Network traffic monitoring is the process of reviewing, analyzing and managing network traffic for
any abnormality or process that can affect network performance, availability and/or security.

Steps

1. Go to Maintenance - Network - Traffic.
2. You can view the real-time network traffic status, including MTU (Maximum Transmission Unit),
and network throughput.
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Figure 12-1 Network Traffic

12.3.2 Test Network Delay and Packet Loss

Network delay is caused by slow response of the device when oversized data information is not
limited during transmission under certain network protocol, e.g. TCP/IP. Packet loss test is for
testing network packet loss rate that is the ratio of lost data packet and total number of
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transmitted data packet.

Steps

1. Go to Maintenance - Network - Detection.

2. Select a network card in Select NIC.

3. Enter the destination IP address in Destination Address.
4, Click Test.

reataror Desay. Paciel Loss Test
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Ceelinalizn Address 0E, 114,52 Tord

Figure 12-2 Test Network Delay and Packet Loss

12.3.3 Export Network Packet

After the recorder accessing network, you can use USB flash drive to export network packet.

Before You Start
Prepare a USB flash drive to export network packet.

Steps

1. Insert the USB flash drive.

2. Go to Maintenance -> Network - Detection.

3. Select network card in Select NIC.

4. Select the USB flash drive in Device Name. You can click Refresh if the connected local backup
device cannot be displayed.

anm -

Figure 12-3 Export Network Packet

5. Optional: Click Status to view the network status.
6. Click Export.

iNote
It will export 1 MB data each time as default.

12.3.4 Network Resource Statistics

The remote access, including web browser and client software, will consume output bandwidth.

138



Digital Video Recorder User Manual

You can view the real-time bandwidth statistics.

Steps
1. Go to Maintenance - Network - Stat.
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Figure 12-4 Network Resource Statistics

2. View the bandwidth statistics, including IP Camera, Remote Live View, Remote Play, Net Total
Idle, etc.
3. Optional: Click Refresh to obtain the latest data.

12.4 Storage Device Maintenance

12.4.1 Bad Sector Detection

Steps

1. Go to Maintenance - HDD Operation - Bad Sector Detection.
2. Select the HDD No. you want to configure in the dropdown list.
3. Select All Detection or Key Area Detection as the detection type.
4. Click Self-Test to start the detection.
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Figure 12-5 Bad Sector Detection

J..i Note

® You can pause/resume or cancel the detection.

e After testing has been completed, you can click Error information to see the detailed damage
information.

12.4.2 S.M.A.R.T. Detection

HDD detection functions such as the adopting of the S.M.A.R.T. and the Bad Sector Detection
techniques. S.M.A.R.T. (Self-Monitoring, Analysis, and Reporting Technology) are HDD monitoring
systems to detect various reliability indicators in the hopes of anticipating failures.

Steps

1. Go to Maintenance - HDD Operation - S.M.A.R.T.

2. Select the HDD to view its S.M.A.R.T. information list.

3. Set Self-Test Type.

4. Click Self-Test to start the S.M.A.R.T. HDD self-evaluation.
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Figure 12-6 S.M.A.R.T. Settings Interface

_l.i_Note
To use the HDD even when the S.M.A.R.T. checking has failed, check Continue to use the disk
when self-evaluation is failed.

The related information of the S.M.A.R.T. is shown, and you can check the HDD status.

12.4.3 HDD Health Detection

You can view the health status of a 4 TB to 8 TB Seagate HDD that generated after October 1,
2017. Use this function to help troubleshoot HDD problems. Health Detection shows a more
detailed HDD status than the S.M.A.R.T. function.

Steps

1. Go to Maintenance - HDD Operation - Health Detection.
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Figure 12-7 Health Detection
2. Click a HDD to view details.

12.4.4 Configure Disk Clone

Select the HDDs to clone to the eSATA HDD.

Before You Start

Connect an eSATA disk to the device.

Steps

1. Go to Maintenance - HDD Operation - HDD Clone.
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Figure 12-8 HDD Clone

142



Digital Video Recorder User Manual

2. Check the HDD to clone. The capacity of the selected HDD must match the capacity of the clone
destination.

3. Click Clone.

4. Click Yes on the pop up message box to create the clone.

12.4.5 Repair Database

Repairing database will rebuild all databases. It might help to improve your system speed after
upgrade.

Steps

1. Go to Storage —> Storage Device.
2. Select the drive.

3. Click Repair Database.

4. Click Yes.

J..i Note
e Repairing database will rebuild all databases. Existing data will not be affected, but local
search and playback functions will not be available during the process, you can still achieve
search and playback functions remotely via web browser, client software, etc.
e Do not pull out the drive, or shut down the device during the process.
You can see the repairing progress at Status.
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Figure 12-9 Repair Database

12.5 Upgrade Device

Your device firmware can be upgraded with a local backup device or remote FTP server.

12.5.1 Upgrade by Local Backup Device

Before You Start

Connect your device to a local storage device that contains the firmware update file.
Steps

1. Go to Maintenance - Upgrade.
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2. Click Local Upgrade to enter the local upgrade interface.
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Figure 12-10 Local Upgrade

3. Select the firmware update file from the storage device.

4. Click Upgrade to start upgrading.
After the upgrade is completed, the device will reboot automatically to activate the new
firmware.

12.5.2 Upgrade by FTP

Before You Start

Ensure the network connection of the PC (running FTP server) and the device are valid and correct.
Run the FTP server on the PC and copy the firmware into the corresponding directory of your PC.
Steps

1. Go to Maintenance - Upgrade.
2. Click FTP to enter the local upgrade interface.

FTP Sarmar dddiesa 192 .0 1] 1]

Figure 12-11 FTP Upgrade

3. Enter FTP Server Address.
4. Click Upgrade to start upgrading.
5. After the upgrading is complete, reboot the device to activate the new firmware.

12.5.3 Upgrade by Web Browser

You can upgrade the device by web browser
After logging in to the device via web browser, go to Configuration - System - Maintenance -
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Upgrade. Click Browse to upload the firmware, and upgrade the device.

12.5.4 Upgrade by Hik-Connect

After logging the device into Hik-Connect, the device would periodically check for the latest
firmware from Hik-Connect. If an upgrade firmware is available, the device will notify you when
you log in. You can also manually check for the latest firmware.

Before You Start

Ensure the device has successfully connected to Hik-Connect, and it requires to install at least one
read-write HDD for firmware downloading.

Steps

1. Go to Maintenance - Upgrade - Online Upgrade.
2. Click Check Upgrade to manually check and download the latest firmware from Hik-Connect.

_iNote
The device will automatically check for the latest firmware every 24 hours. If it detects available
upgrade firmware, the device will notify you when you log in.

3. Optional: You can switch on Download Latest Package Automatically to automatically
download the latest firmware package.
4. Click Upgrade Now.

12.6 Import/Export Device Configuration Files

The device configuration files can be exported to a local device for backup; and the configuration

files of one device can be imported to multiple devices if they are to be configured with the same

parameters.

Before You Start

Connect a storage device to your device. To import the configuration file, the storage device must
contain the file.

Steps

1. Go to Maintenance - Import/Export.
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Figure 12-12 Import/Export Configuration File

2. Export or import the device configuration files.
— Click Export to export configuration files to the selected local backup device.
— To import a configuration file, select the file from the selected backup device and click
Import.

_l.i_Note
After having finished importing configuration files, the device will reboot automatically.

12.7 Log Management

iNote
The functions in this section are only available for certain models.

12.7.1 Log Storage

You can customize the log storage disk and log storage period.

Steps
1. Go to Storage - Advanced.
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Figure 12-13 Log Storage
2. Set Log Storage Mode.

System Default Each disk will allocate a certain space to store logs in 6 months. After
6 months, old logs will be overwritten.

Custom You can set Log Storage Period and allocate Log Disk for log storage.
When the log disk is full, logs that exceed the period will be
overwritten.

3. Click Apply.

12.7.2 Search & Export Log Files

The device operation, alarm, exception, and information can be stored in log files, which can be
viewed and exported at any time.

Steps
1. Go to Maintenance - Log Info.
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Figure 12-14 Log Search Interface

2. Set the log search conditions, including the time, major type and minor type.
3. Click Search to start searching the log files.
4. The matched log files will be displayed on the list, as shown below.
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Figure 12-15 Log Search Results

-J..i-Note
Up to 2,000 log files can be displayed each time.

5. Related Operation:

(=1 Click or double-click it to view detailed information.

[ Click it to view the related video file.

Export/Export ALL Click it to export all the system logs to the storage device.

12.7.3 Upload Logs to the Server

You can upload system logs to the server for backup.

Steps
1. Go to System - Network - Advanced -> Log Server Settings.

Enable
Uoload Time Intervad (1) 1
Server P Address

‘ort

Figure 12-16 Log Server Settings
2. Check Enable
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3. Set Upload Time, Server IP Address, and Port.
4. Optional: Click Test to test if parameters are valid.
5. Click Apply.

12.7.4 One-Way Authentication

You can install a CA certificate (from the server) to your device to authorize the server via web
browser. It would improve the log communication security.

Before You Start

e Download the CA certificate from the server.

e Ensure log server parameters are valid.

Steps

1. Go to Configuration -> Network - Advanced Settings - Log Server Configuration.

Figure 12-17 One-Way Authentication

2. Install the CA certificate in CA Certificate.
3. Optional: Click Test to test if the connection is valid.
4. Click Save.

12.7.5 Two-Way Authentication

You can install a CA certificate (from the server) to your device to authorize the server, and create
a certificate (from your device) to authorize your device by the server. This would improve the log
communication security. Two-way authentication can be configured via web browser.

Before You Start

e Download the CA certificate from the server.
e Ensure log server parameters are valid.

Steps
1. Go to Configuration -> Network - Advanced Settings - Log Server Configuration.

Figure 12-18 Two-Way Authentication

2. Install the CA certificate in CA Certificate.

3. Click Create in Client Certificate, and follow the pop-up to create the certificate.

4. Click Download to download the certificate file to a desired location.

5. Upload the downloaded certificate file to the server, and the server will return the certificate
key.

6. Open the certificate as a text file, and modify it by the certificate key as the server returned.

7. Install the modified certificate in Client Certificate.
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8. Optional: Click Test to test if the connection is valid.
9. Click Save.

12.8 Restore Default Settings

Steps
1. Go to Maintenance - Default.

Reslore Dtz Reset all setlings 1o Tactery cafauk sxcapl nahwark and admin passward sethgs
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Figure 12-19 Restore Default Settings
2. Select the restore type from the following three options.

Restore Defaults

Restore all parameters, except the network (including IP address, subnet mask, gateway,

MTU, NIC working mode, default route, server port, etc.) and user account parameters, to the

factory default settings.
Factory Defaults

Restore all parameters to the factory default settings.
Restore to Inactive

Restore the recorder to inactive status.

i Note

The recorder will reboot automatically after restoring to the default settings.

12.9 Security Management

i Note

The functions in this section are only available for certain models.
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12.9.1 Configure ONVIF

ONVIF protocol allows the connection with third-party cameras. The added user accounts have the
permission to connect other devices via ONVIF protocol.

Steps

1.
2.

w

Go to Maintenance - System Service - ONVIF.
Check Enable ONVIF to enable the ONVIF access management.

d;.i-Note
ONVIF protocol is disabled by default.

. Click Add.
. Enter User Name, and Password

&Caution

We highly recommend you create a strong password of your own choosing (Using a minimum of
8 characters, including at least three of the following categories: upper case letters, lower case
letters, numbers, and special characters.) in order to increase the security of your product. And
we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.

. Select Level as Media User, Operator or Admin.
. Click OK.

12.9.2 IP/MAC Address Filter

The address filter decides whether to allow or forbid specific IP/MAC address to get access to your
device.

Steps

1. Go to Maintenance - System Service - Address Filter.
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Figure 12-20 Address Filter

2. Check Enable.

3. Select Restriction Mode. Choose to filter by IP address or MAC Address.

4. Select Restriction Type. The device mechanism will allow or forbid specific IP/MAC address to
get access to your device.

5. Optional: Set Restriction List. You can add, edit or delete address.

6. Click Apply to save the settings.

12.9.3 RTSP Authentication

You can specifically secure the stream data of live view by setting the RTSP authentication.
Steps
1. Go to System - System Service - System Service.
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Figure 12-21 RTSP Authentication
2. Select RTSP Authentication Type.

J..i Note
Two authentication types are selectable, if you select digest, only the request with digest

authentication can access the video stream by the RTSP protocol via the IP address. For security
reasons, it is recommended to select digest as the authentication type.

w

. Click Apply.
4. Restart the device to take effect the settings.
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12.9.4 RTSP Digest Algorithm

RTSP digest algorithm is based on RTSP protocol, it is an algorithm for digest authentication of the
user authentication. You can configure RTSP digest algorithm via web browser.

Go to Configuration - System —> Security - Authentication via web browser to select the
required RTSP digest algorithm type.

12.9.5 ISAPI Service

ISAPI (Internet Server Application Programming Interface) is an open protocol based on HTTP,
which can realize the communication between the system devices (e.g., network camera, NVR,
etc.). The device is as a server, the system can find and connect the device.

Steps

1. Go to System - System Service - System Service.
2. Check Enable ISAPI.

3. Click Apply.

4. Restart the device to take effect the settings.

12.9.6 HTTP Authentication

If you need to enable the HTTP service, you can set HTTP authentication to enhance access
security.

Steps
1. Go to Maintenance - System Service - System Service.
Enable HTT=
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Figure 12-22 HTTP Authentication

2. Check Enable HTTP.
3. Select HTTP Authentication Type.

LiNote
Two authentication types are selectable, for security reasons, it is recommended to select
digest as the authentication type.

4. Click Apply to save the settings.
5. Restart the device to take effect the settings.

12.9.7 HTTP/Web Digest Algorithm

HTTP/Web digest algorithm is based on HTTP protocol, it is an algorithm for digest authentication
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of the user authentication. You can configure HTTP/web digest algorithm via web browser.
Go to Configuration - System —> Security - Authentication via web browser to select the
required digest algorithm type.

12.9.8 Picture URL Digest Authentication

When using HTTP protocol to download the pictures which are uploaded by SDK, picture URL
digest authentication controls whether the picture download process requires digest
authentication or not. You can configure picture URL digest authentication via web browser.

Go to Configuration - System —> Security - Security Service via web browser to enable/disable
picture URL digest authentication.

12.9.9 Disable SADP Services

You can disable SADP service to enhance the access security, e.g., when you are in the untrusted
network environment.

Go to System - System Service - System Service, and uncheck Enable SADP to disable the
service.
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13.1 List of Applicable Power Adapter

Only use power adapters listed below.

Chapter 13 Appendix

Power Adapter Model Specifications Manufacturer
ADS-26FSG-12 12024EPG 12V,2A Shenzhen Honor Electronic
Co., Ltd.
MSA-23330IC12.0-48W-Q 12V,3.33A Moso Power Supply
Technology Co., Ltd.
MSA-C15001C12.0-18P-DE 12V, 1.5A 0000201935 MOSO

Technology Co., Ltd.

ADS-25FSG-12 12018GPG

CE, 100 to 240 VAC, 12V, 1.5
A, 18 W, ®5.5x2.1x10

0000200174 Shenzhen Honor
Electronic Co., Ltd.

MSA-C1500IC12.0-18P-US

12V,15A

0000201935 MOSO
Technology Co., Ltd.

TS-A018-120015AD

100 to 240 VAC, 12V, 1.5A,
18 W, ®5.5x2.1x10

0000200878 Shenzhen Transin
Technologies Co., Ltd.

MSA-C20001C12.0-24P-DE

12V,2A

0000201935 MOSO
Technology Co., Ltd.

ADS-24S5-12 1224GPG

CE, 100 to 240 VAC, 12V, 2 A,
24W,02.1

0000200174 Shenzhen Honor
Electronic Co., Ltd.

MSA-C2000I1C12.0-24P-US

us,12V,2A

0000201935 MOSO
Technology Co., Ltd.

ADS-26FSG-12 12024EPCU

us,12V,2A

0000200174 Shenzhen Honor
Electronic Co., Ltd.

KPL-040F-VI

12V,3.33A,40W

0000203078 Channel Well
Technology Co., Ltd.

0000201935 MOSO

MSA-Z3330IC12.0-48W-Q 12V,3.33A Technology Co., Ltd.

MSP-Z13601C48.0-65W 48V, 136 A 0000201535 MOSO
Technology Co., Ltd.

KPL-050S-II 48V, 1.04 A 0000203078 Channel Well
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Power Adapter Model Specifications Manufacturer

Technology Co., Ltd.

13.2 Glossary

Dual-Stream
Dual-stream is a technology used to record high resolution video locally while transmitting a
lower resolution stream over the network. The two streams are generated by the DVR, with the
main stream having a maximum resolution of 1080P and the sub-stream having a maximum
resolution of CIF.

DVR
Acronym for Digital Video Recorder. A DVR is device that is able to accept video signals from
analog cameras, compress the signal and store it on its hard drives.

HDD
Acronym for Hard Disk Drive. A storage medium which stores digitally encoded data on platters
with magnetic surfaces.

DHCP
Dynamic Host Configuration Protocol (DHCP) is a network application protocol used by devices
(DHCP clients) to obtain configuration information for operation in an Internet Protocol
network.

HTTP
Acronym for Hypertext Transfer Protocol. A protocol to transfer hypertext request and
information between servers and browsers over a network.

PPPoE

PPPoE, Point-to-Point Protocol over Ethernet, is a network protocol for encapsulating Point-to-
Point Protocol (PPP) frames inside Ethernet frames. It is used mainly with ADSL services where
individual users connect to the ADSL transceiver (modem) over Ethernet and in plain Metro
Ethernet networks.

DDNS

Dynamic DNS is a method, protocol, or network service that provides the capability for a
networked device, such as a router or computer system using the Internet Protocol Suite, to
notify a domain name server to change, in real time (ad-hoc) the active DNS configuration of its
configured hostnames, addresses or other information stored in DNS.

Hybrid DVR

A hybrid DVR is a combination of a DVR and NVR.
NTP
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Acronym for Network Time Protocol. A protocol designed to synchronize the clocks of
computers over a network.

NTSC

Acronym for National Television System Committee. NTSC is an analog television standard used
in such countries as the United States and Japan. Each frame of an NTSC signal contains 525
scan lines at 60Hz.

NVR

Acronym for Network Video Recorder. An NVR can be a PC-based or embedded system used for
centralized management and storage for IP cameras, IP Domes and other DVRs.

PAL

Acronym for Phase Alternating Line. PAL is also another video standard used in broadcast
televisions systems in large parts of the world. PAL signal contains 625 scan lines at 50Hz.

PTZ

Acronym for Pan, Tilt, Zoom. PTZ cameras are motor driven systems that allow the camera to
pan left and right, tilt up and down and zoom in and out.

usB

Acronym for Universal Serial Bus. USB is a plug-and-play serial bus standard to interface devices
to a host computer.

13.3 Communication Matrix

Please scan the QR code below to view the communication matrix document.

Figure 13-1 Communication Matrix
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13.4 Device Command

Please scan the QR code below to view the device command document.

Figure 13-2 Device Command

13.5 Frequently Asked Questions

13.5.1 Why is there a part of channels displaying “No Resource” or
turning black screen in multi-screen live view?

Reason

1. Sub-stream resolution or bitrate settings is inappropriate.
2. Connecting sub-stream failed.

Solution

1. Go to Camera - Video Parameters - Sub-Stream. Select the channel, and turn down the
resolution and max. bitrate (resolution shall be less than 720p, max. bitrate shall be less than
2048 Kbps).

1iNote
If your video recorder notifies not support this function, you can log in to the camera, and
adjust video parameters via web browser.

2. Properly set the sub-stream resolution and max. bitrate (resolution shall be less than 720p,
max. bitrate shall be less than 2048 Kbps), then delete the channel and add it back again.

13.5.2 Why is the video recorder notifying risky password after a
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network camera is added?

Reason

The camera password is too weak.

Solution

Change the camera password.

Warning

We highly recommend you create a strong password of your own choosing (Using a minimum of 8
characters, including at least three of the following categories: upper case letters, lower case
letters, numbers, and special characters.) in order to increase the security of your product. And we
recommend you reset your password regularly, especially in the high security system, resetting
the password monthly or weekly can better protect your product.

13.5.3 Why is the video recorder notifying the stream type is not
supported?

Reason

The camera encoding format mismatches with the video recorder.

Solution

If the camera is using H.265/MJPEG for encoding, but video recorder does not support
H.265/MJPEG, change the camera encoding format to the same as video recorder.

13.5.4 How to improve the playback image quality?

Reason

Recording parameter settings are inappropriate.

Solution

Go to Camera -> Video Parameters. Increase resolution and max. bitrate, and try again.

13.5.5 Why is analog channel having "NO VIDEO" overlaid on live view?

Reason

1. The video in connector is loose, which results in weak video signal.
2. Video in/out standard mismatch.
3. Transmission distance too long.
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4. Cable damage causes weak video signal.
5. The video in connector of video recorder is broken.

Solution

1. Ensure connectors are connected firmly.

2. Goto System - General. Ensure the output standard is correct.

3. Ensure the distance between analog camera and video recorder has not exceeded the limit.
4. Ensure the cable is not damaged.

5. Try other BNC connectors if they are working normally.

13.5.6 How to confirm the video recorder is using H.265 to record
video?

Solution
Check if the encoding type at live view toolbar is H.265.

13.5.7 Why is the timeline at playback not constant?

Reason

1. When the video recorder is using event recording, it only records video when event occurs.
Hence the video may not be continuous.

2. Exception occurs, such as the device offline, HDD error, record exception, network camera
offline, etc.

Solution

1. Ensure the recording type is continuous recording.
2. Go to Maintenance -> Log Information. Search the log file during the video time period. See if
there are unexpected events, such as HDD error, record exception, etc.

13.5.8 Why is the video recorder notifying the network is unreachable
when a network camera is being added?

Reason

1. The IP address or port of network camera is incorrect.

2. The network between video recorder and camera is disconnected.
Solution

1. Goto Camera - Camera - IP Camera. Click of the selected camera, and edit its IP
address and port. Ensure the video recorder and camera is using the same port.
2. Go to Maintenance - Network - Detection. Enter the IP address of network camera in
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Destination Address, and click Test to see if the network is reachable.

13.5.9 Why is the IP address of network camera being changed
automatically?

Reason

When network camera and video recorder are using the same switch but in different subnets, the
video recorder will change the IP address of network camera to the same subnet as itself.

Solution

When adding camera, click Custom Add to add camera.

13.5.10 Why is the video recorder notifying IP conflict?

Reason

The video recorder uses the same IP address as other devices.

Solution

Change the IP address of video recorder. Ensure it is not the same as other devices.

13.5.11 Why is image getting stuck when playing back by single or multi-
channel cameras?

Reason

HDD read/write exception.

Solution

Export the video, and play it with other devices. If it plays normally on other device, change your
HDD, and try again.

13.5.12 Why does my video recorder make a beeping sound after
booting?

Reason

1. The front panel is not fastened (for the device which its front panel is removable).
2. HDD error, or do not have HDD.

Solution

1. If it makes continuous beeps, and your device's front panel is removable, ensure the front
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panel is fastened.

2. If it makes non-continuous beeps (3 long, 2 short), take HDD error as an example, check if the
device has installed HDD. If not, you can go to System - Event -> Normal Event - Exception,
and uncheck Event Hint Configuration to disable HDD error event hint.

Check if the HDD is initialized. If not, go to Storage > Storage Device to initialize the HDD.
Check if the HDD is broken. You can change it, and try again.

13.5.13 Why is there no recorded video after the motion detection is
set?

Reason

1. The recording schedule is incorrect.
2. The motion detection event setting is incorrect.
3. HDD exception.

Solution

1. The recording schedule is setup correctly by following the steps listed in Configuring
Record/Capture Schedule.

2. The motion detection area is configured correctly. The channels are being triggered for motion
detection (See Configuring Motion Detection).

3. Check if the device has installed HDD.
Check if the HDD is initialized. If not, go to Storage > Storage Device to initialize the HDD.
Check if the HDD is broken. You can change it, and try again.

13.5.14 Why is the device not able to control PTZ camera via coaxitron?

Reason

1. The camera does not support coaxitron.

2. The coaxitron protocol is incorrect.

3. The ssignal is affected by video optical transceiver.
Solution

1. Ensure the video input signal is HDTVI, and the camera supports coaxitron.
2. Ensure coaxitron protocol parameters are correct, such as baud rate and address.
3. Remove the video optical transceiver, and try again.

13.5.15 Why does the PTZ seem unresponsive via RS-485?

Reason

1. The RS-485 cable is not properly connected.
2. The RS-485 interface is broken.
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3. The control protocol is not correct.

Solution

1. Check if RS-485 cable is properly connected.
2. Change RS-485 interface, and try again.
3. Ensure control protocol is Pelco.

13.5.16 Why is the video sound quality not good?

Reason

1. The audio input device does not have a good effect in sound collection.
2. Interference in transmission.
3. The audio parameter is not properly set.

Solution

1. Check if the audio input device is working properly. You can change another audio input
device, and try again.

2. Check the audio transmission line. Ensure all lines are well connected or welded, and there is
no electromagnetic interference.

3. Adjust the audio volume according to the environment and audio input device.
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